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Story time



One day a guy named Sam got an 
e-mail at work…



The e-mail vector… powered by 
Nemucod



the attachment…



HTA File

• HTA is an HTML executable file.

• Introduced in 1999 along with Internet Explorer 5

• Executed via mshta.exe by instantiating the IE rendering engine 
(mshtml) as well as any required language engines such as vbscript.dll 

Source: Wikipedia and Microsoft



there’s the Xor key



Function call at the if statement



Found the function call



Variable in the function



Found the variable 



Alert on that variable



The URLs are revealed



The URLs are revealed



The URLs are revealed



What happens in the host

• Downloads file to Temp folder (encrypted)

• Writes it to a DLL/EXE file and decrypts it using the key which is 
converted into a 32 byte hexadecimal.



He was so happy he wanted to 
tell all his friends about it…



He logged onto FB and saw a 
message…

Images from Bart Blaze - https://bartblaze.blogspot.com/2016/11/nemucod-downloader-spreading-via.html



He clicked the picture and 
brought him to…

Images from Bart Blaze - https://bartblaze.blogspot.com/2016/11/nemucod-downloader-spreading-via.html



about the eXtension…

Images from Bart Blaze - https://bartblaze.blogspot.com/2016/11/nemucod-downloader-spreading-via.html



he eXamined the svg file…



SVG file

• Scalable Vector Graphics (SVG) is an XML-based vector image format for 
2-D graphics with support for interactivity and animation. The SVG 
specification is an open standard developed by the World Wide Web 
Consortium (W3C) since 1999.

Source: Wikipedia



The photo is a red dot



alert on the variable…



The URL is revealed



“man, i cracked all of them..” so 
sam went on his merry way…



The End!?!





Sam got a snail mail from 
grandma…



grandma needs help… time to 
save grandma…



grandma’s been victimized by 
Cerber…



_README_.hta



_README_.hta



_README_.hta



…not viruses…



Cerber Decryptor



prove you’re human



Special price for a limited time



Tech support if you have 
problems



Try before you buy



let’s test one file



Decrypting



Decryption done



Download decrypted file



Packaged as Decrypted.zip



The encrypted picture file



The decrypted picture file



What picture is it, Grandma?!?



Grandma and Grandpa



Words of advice…

• Don’t just click on anything and open any attachments from suspicious 
sources…

• If it’s too good to be true, chances are it’s not…

• Backup regularly (offline or use secure online storage)…



Sam went home happy and wanted 
to relax and chill that Friday 
morning but then…



Nothing is working…



Services are unreachable



As the day unfolds, Sam found out 
the cause of the outage…

Images from Hackread- https://www.hackread.com/mirai-botnet-linked-to-dyn-dns-ddos-attacks/



What is Mirai?

• Mirai is a malware that infects IoT devices for the purpose of using 
them for DDoS attacks. 

• Mirai spreads by scanning IP addresses to find vulnerable IoT devices.

• When it comes to scanning IP addresses, Mirai excludes the IP ranges 
that belongs to:
• General Electric
• Hewlett-Packard
• US Postal Service
• Department of Defense
• Internet Assigned Numbers Authority

• Mirai uses a remote C&C to determine its DDoS target.



IP Address Exception List



How does the attack work?

• Once it finds vulnerable IoT devices, it brute forces its way into 
accessing it via a list of common used passwords.

• Once it infects an IoT device, it makes sure that nobody can 
communicate with it by closing SSH, Telnet and HTTP ports.

• It also looks for and removes another IoT malware by the name of 
Anime.



Common Passwords List



Mirai source code is public

Source: https://krebsonsecurity.com/2016/10/source-code-for-iot-botnet-mirai-released/ 



Somebody took that code and 
attacked Dyn

• Dyn is an internet infrastructure 
company headquartered in New 
Hampshire

• First wave started at 7am ET

• Second wave started around noon

• Third wave started about 4pm ET

• Traffic to Dyn’s Internet directory 
servers was flooded by requests 
from millions of IP addresses



Mirai Timeline

• Sep 20, 2016 – Krebs website DDoS’ed

• Oct 1, 2016 – Mirai source code leaked

• Oct 21, 2016– Dyn was DDoS’ed

• Nov 21, 2016 – Oracle bought Dyn

• Jan 17, 2017 – Krebs identified alleged Mirai author



Securing your IoT devices

• Change default username and password

• Disable unnecessary remote access to the IoT device

• US-CERT Advisory - https://www.us-cert.gov/ncas/alerts/TA16-288A



US-CERT Preventive Steps

• Ensure all default passwords are changed to strong passwords. Default usernames and passwords for most 
devices can easily be found on the Internet, making devices with default passwords extremely vulnerable.

• Update IoT devices with security patches as soon as patches become available.

• Disable Universal Plug and Play (UPnP) on routers unless absolutely necessary.[12 (link is external)]

• Purchase IoT devices from companies with a reputation for providing secure devices.

• Consumers should be aware of the capabilities of the devices and appliances installed in their homes and 
businesses. If a device comes with a default password or an open Wi-Fi connection, consumers should change 
the password and only allow it to operate on a home network with a secured Wi-Fi router.

• Understand the capabilities of any medical devices intended for at-home use. If the device transmits data or 
can be operated remotely, it has the potential to be infected.

• Monitor Internet Protocol (IP) port 2323/TCP and port 23/TCP for attempts to gain unauthorized control over 
IoT devices using the network terminal (Telnet) protocol.[13 (link is external) (link is external)]

• Look for suspicious traffic on port 48101. Infected devices often attempt to spread malware by using port 
48101 to send results to the threat actor.

https://www.ic3.gov/media/2015/150910.aspx
https://isc.sans.edu/forums/diary/What+is+happening+on+2323TCP/21563/


Sam realized he has not been 
doing this…



we need to change our device’s 
passwords before it’s too late!!! 



This is gonna be a long day…



The End?!?



Thank You!!!


