Smart security on demand

Bypass 2FA, Stealing
Private Keys



Agenda

Getting OTP

Getling Private Keys

Client Certificate Authentication
Impersonation

Recommendation
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So how to bypass 2FA?

« Obtain “something user has”

* Unless you can disable 2FA




Classification

« Time-based

 Key-based




A

2FA: Time vs Key

Differences Time-based 2FA Key-based 2FA
Time factor
Compulsory Optional
Impact
Affect both sides Affect individual
Secret sharing Sharing same secret Never share secret
(secret seed) (private key)
DB security
Required Not required




A

OTP

 Software token —

« Hardware token



A

OTP: Time vs HMAC

Differences TOTP HOTP
Validity
Short-lived Unknown
Moving factor
Time-based Counter-based
Time Synchronization
Required Not required

Maintenances
Light Heavy
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Get the OTP

« Brute force OTP

« Speculating TOTP
 Capturing OTP

« Backup codes

« Social engineering
 Malware infection

« Secret key exiraction

« Disposable numbers

N



Predicting

More applicable to HOTP
Chances to get specific OTP

6 digits {000000 - 999999}

Potential formulas ?7? Probability of Winning with x matching nos.
_Clax)*Cn—kk—x) _ ()

C(n, k) (:)



Brute force OTP

* More applicable to HOTP
* Unknown expiry

« < J3invalid OTP attempts




Speculating TOTP

» Stealing secret key

* Time-manipulation attacks




TOTP

User

login request

Cryptographic Hash

unique code

Server

Cryptographic Hash

unique code




2\

Engineering the Arbitrary TOTP

~ 102113

ﬁ Secret seed + @Time = T oken

 Regardless: label, issuer, any other info



Stealing Secret Key

e Code leak
 Vulnerabilities
« Social engineering

e Malware infection




Codes Leak

« 3" party generator (QR)
 Decoder (QR)

* Insecure storage (QR)




Decoder

« Hiding QR code
 Encoding only

 Most are unencrypted




Insecure Storage

 Location:

* Encrypted QR codes




Vulnerabilities

* Vulnerable Software token
« Time-manipvulation attacks

» Secret key extraction



Vulnerable Software Token

DOM-based XSS: localStorage

Exploits

somebody@gmail.com

566652

someone @hotmail.com

672872

we@superman.com

*7 T < > = Console HTML CSS Script DOM ~ Net Cookies (X localstorage

Window > __proto__ > __proto__

innerHeight 409

e o secret keys stored here

o

V¥ localStorage ® 1 item in Storage accounts="[{"name":"alice@google.c...d7£154b50aosmivg35r3"}]"

WV accounts "[{"name":"alice@google.com", "secret":"JBSWY3DPEHPK3PXP"}, { "name": "somebody@gmail.com", "secret": "nps4eos6yhmtd7£13g3350a2smivg35r3"},

wan

{"name": "someone@hotmail.com", "secret": "nps4eos6yhmtd7fl2gb50aosmivg35r3"}, { "name": "we@superman.com", "secret": "nps4eo36yhmtd7f13gb50caosmivg35r3"},
{"name":"something@google.com", "secret":"nps4eos6yhmtd7f154b50aosmivg35r3"}]"

Storage { key=key(), getltem=getitem(), setitem=setitem(), more... }




Secret Key Exiraction

Device: Android (rooted)

file: /data/data/org.fedorahosted.freeotp/shared_prefs/tokens.xml

<map> <string name="example@domain.com:SiteName">
{HdlgO”:”SHA] lllll_l_ypell:llTOTPII,H

SiteName","'coun

,1ssuerkExt":"example@domain.com”, label™:

’rer" 0 "d|g|’rs” 6,"period":30} </string> <string
name="tokenOrder> ['example@domain.com: Sl’reNome’]

</string> </map>



Time-manipulation Attacks

Secret Key

nps3eos2yhmtdsfl2glb7oaosmivgé8r4

Local Unix
Timestamp

1504981218

394244

nps3eos2yhmtd5fl2glb7oaosmivgé8r4

1504981321

246524

nps3eos2yhmtdsfl2gb7oaosmivg68r4

1504981350

DTS5

nps3eos2yhmtd5fl2glb7oaosmivgé8r4

1504981421

383285

Methodology

Attacker exploits the ntpd

daemon to forcefully set the
internal clock to 1504981350,
in order to get TOTP (9373795)




Backup Codes

Similar to HTOP
Eavesdrop
Insecure storage

2FA-Postmortem
(integrated)

Save your backup codes

Keep these backup codes somewhere safe but accessible.

= You can only use each backup code once.
= These codes were generated on: Sep 4, 2017.

GET NEW CODES

CLOSE DOWNLOAD PRINT

Make sure your settings are up-to-date

Since you have opted for higher security with 2-Step Verification, we need to periodically
make sure your settings are correct.

You usually get verification codes from:
Google Authenticator mobile app on iPhone

BACKUP PHONES @

- Added on Feb 6, 2017

BACKUP CODES @

No backup codes printed or downloaded

We suggest that you print or download backup codes, especially if you travel or
have problems receiving codes on your phone

Update now Looks good Remind me later




10 backup codes to bypass 2FA



#!/bin/bash
OATHTOOL OPTIONS="Google Microsoft Dropbox Battlenet Facebook Quit"
select opt in $OPTIONS; do
if [ "$opt" = "Google" ]; then
oathtool --base32 --totp "YOUR SECRET KEY"
“ vy elif [ "$opt" = "Microsoft" ]; then
. YOUR SECRET KEY oathtool --base32 --totp "YOUR SECRET KEY"
elif [ "$opt" = "Dropbox" ]; then
N o oathtool --base32 --totp "YOUR SECRET KEY"
y Complle 1.0 blnqry elif [ "$opt" = "Battlenet"” ]; then
oathtool --base32 --totp "YOUR SECRET KEY"
elif [ "$opt" = "Facebook" ]; then

. 2FA-POSimortem oathtool --base32 --totp "YOUR SECRET KEY"

elif [ "$opt" = "Quit" ]; then

(Integrated) exit

else

Clear

echo "Choose an available option."
fi

done




Useful Commands

Search entire hard disk for secret keys

Search local directory for secret keys



TOTP User Server

Cryptographic Hash

unique code

Cryptographic Hash

unique code




Capturing OTP

« Social engineering attacks

 Eavesdrop on air, LAN, WAN



Social Engineering Attacks

(Google™ Notification) We recently noticed a
suspicious sign-in attempt to I 2gmail.co
m from IP address 136.91.38.203 (Vacaville,
CA). If you did not sign-in from this location and

would like to lock your account temporarily,
please reply to this alert with the 6-digit
verification code you will receive momentarily. If
you did authorize this sign-in attempt, please
ignore this alert.




o o . .
D I s q b I e Ii & 2-Step Verification
2-Step Verification is ON since Feb 7, 2017

 Don’t let them getinside

Your second step
After entering your password, you'll be asked for a second verification step. Learn more

your account

Tired of typing verification codes?

) ADD GOOGLE PROMPT
Get a Google prompt on your phone and just tap Yes to sign in.

Authenticator app (Default) @

Authenticator on iPhone
Added: February 7, 8:06 AM

CHANGE PHONE

n Voice or text message

I e

Verification codes are sent by text message.

ADD PHONE




Disposable Numbers

 No interaction with user

 Check their phone# 1




SMS Messages Received On 12067925640 - (Live)

From

18646713318

14088319233

16146954730

19106844086

16464396673

13233205506

12092664883

818085172736

14159428815

13236382150

13025178853

13013583168

12037385811

12064561499

12623331149

To

12067925640

12067925640

12067925640

12067925640

12067925640

12067925640

12067925640

12067925640

12067925640

12067925640

12067925640

12067925640

12067925640

12067925640

12067925640

Message

JaHHbIA HOMEP y>Ke UCMNOJIb3YyeTCA

Enjoy a grand welcome fit for a king with a 100% bonus up to 250 to spend at our Live Casino at LeoVegas.com!

T&C apply.
http://leo.tips/unsubscribe

474317 is your Google verification code.

Doh, you already have a profile attached to this number and we currently only allow one profile per mobile number.

Hello
[F03] {REVIEIEFSRE 644142, IHNFBATERAMFHNEEBERS. 10 oHABTR.
[Z0F] elEk-SHYIEIFSRE 683862, 10 DHIABEM.

{R%F

Thumbtack reminder: Ralph K. still wants quotes thmtk.com/kilHTSQY. 2 quotes have been submitted.

Your Shaadi.com Phone Verification PIN is 5621

[B#iA =] 134358 (Tencent Cloud Verification Code)

Doh, you already have a profile attached to this number and we currently only allow one profile per mobile number.

709879 is your BIGO LIVE verification code.

[Alibaba Group]Your verification code is 644971.Please do not disclose your code to anyone, including Alibaba staff!

[Z0F] {REVIEUEFSE 012410, HIRUFBATERMFLEERE. 10 SHAFTR.

171213] 4| Next | Last

Time

3 minutes
ago

13 minutes
ago

26 minutes
ago

49 minutes
ago

1 hour ago

2 hours ago
2 hours ago
2 hours ago
3 hours ago
3 hours ago
4 hours ago
4 hours ago
5 hours ago
5 hours ago

5 hours ago



Eavesdrop on Air, LAN, WAN

o Air —

RADIUS Client Configuration

Identificat
Name: | INEEE

IP Address: NN
Shared Secrett  mysharedsecret

VPN does not validate AD user name and password M

L L A N D 9 [] SMS-based OTPs

On-demand SMS OTPs

Mobile Application OTPs
Compound Authentication (passwordOTP)

Compound Authentication (passwordOTP)
[] Mobile Application Push
Active Directory passwords without OTPs

Access Control:

WAN Restictacces o [VPNuasm 7]




IMSI-catcher

Fake mobile tower
Hijacking phone signals < 2G

Block 3G & 4G

------

"""""
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-
L
-
-
-
-
-
.
.‘
-
.
.

~___IMSI Catcher




Hacking SMS-C’s Server

* It has all the text messages




Using Malware

ANDROID.BANKOSY IN ACTION

BACK DOOR COMMUNICATION WITH C&C SERVER

Android.Bankosy

\ 7‘ . MALICIOUS APP INSTALLED
| ON ANDROID DEVICE

Call forward to C&C server _ A —]
MALWARE COLLECTS DATA /
4 AND SENDS TO C&C SERVER
ANDROID C&C
DEVICE C&C SERVER ASSIGNS UNIQUEID 4 - SERVER
AND SENDS AS RESPONSE )

° ° e —‘—{
Also affects voice mail T O

SEND COMMANDS TO DEVICE “

#ANDROID #MOBILE

@ Symantec_ @threatintel | www.symantec.com

o z P\



SIM Cloner

e 1 become 2




Key-based

Also known as asymmetrical cryptography

Authentication & encryption

Encryption . Decryption

1

Public scrambled Private
ey data lcey

Original
data



SSH Key Authentication

 Where are the targets?

* Cracking passphrases

SSH Key Authentication

Inititate SSH connection
Send random challenge message
Encrypt message with private key

(T ———— Decrypt message with pUb”C key
) If messages match, client is authenticated
Client

Server




Where ?

Certificate

« 2FA devices

* Network shares

- Is certificate useless if you can’t crack it??? /\



Impacts

Application

Software vendor
Website owner

Servers



root@metasploitable:/home/msfadmin/.ssh# cat authorized keys
ssh-dss AAAAB3NzaClkc3MAAACBANWgcbHvXF2YRX0gTizyoZazzHiU5+63hKFOh

tep61izQA5yoClkCyj8swXH+cPBG5uRPiXYL911rAAAAFQDL+pKrLy6vy9HCywXWZ
xSAGyuTskue4nvGCEfxnDr58xalpZcSO066R5jCSARMHU6WBWIA3MYzsINZgTN4uoRa:
LRZ5/Y4pChRa01bxTRSJahORJk5wxAUPZ282N07fzcJyV1iBojMvPlbAplpSiecCulLl

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDXUfmp6DIUb7yBIMxsiUlP+8L+11l
mujtWrd2cSqfoRiiNHVXKmMLiW8amEv6ewkZ2Js5JxzXI8hhRtSDJEVKIsBY jkJZks«
fm31ML/CjtDa0O/Z4f1bF4Dh9alxVne+s3mUibvArNQUqgOryCjCas62c2jnKzssh-r
3YsPWe0odzWK72EDFO0gNhKv80OM8nLJcpi+p/JWILVRpXz7VpsIWwTpTO5mSns104nS]
1zMzPiqWC4ngpGBgBviTm5qOuJhISk7UJ3dMXDKWzCIgVBOELLHetC5E1IYX42Z /DO!
PWpTH49rI59RyV3a2LCulf7Z22ieP+BiOrXPFvX95gTUvg6ZcOESORpvIfxXJ581hi
MnhABIOTM63XudPs5dxMH9ts8ivLvb9G1l9ylRknceuXCJ7rFdYpIZYV8P9gShFJaac
ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAgEAnsdDegboVUMbYxs5iGTcKsGFwP1lcF«
104nSDBkB3LeDz5tMI50XGdZ6sG+Qt1YhZtbX40zwIQWMN7mKZx9x315tjJbQ3s4x
4% /DQMCvyDbtc8wimgg81lLAprVt/tiQ3RzcTUy3X+uwVNNODgjURE3gPiTICKTWF6
581hi669h4PFT400ky0StgqtjelX0d9420X8yVs4ru8c8yQ5jvd/ZrMGN1kzGIQLgy
hFJaagN40NnimDvwé6nhV1LvWPkvxNMtLOdbgAcgloSD4xxwdmoc61lghJgbJRbzbiQl
ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAgEAnsdDeqgboVUMbYxs5iGTcKsGFwP1cF«
104nSDBkB3LeDz5tMI50XGdZ6sG+Qt1YhZtbX40zwIQWMN7mKZx9x315tjJbQ3s4dx
47 /DQMCvyDbtc8wimgg81LAprvVt/tiQ3RzcTUy3X+uwVNNODgjURE3gPiTICK7WF6
581hi669h4PFT400ky0StgqtjelX0d9420X8yVs4ru8c8yQ5jvd/ZrMGN1kzGIQLgy
hFJaagN40NnimDvwénhV1LvWPkvxNMtLOdbgAcgloSD4xxwdmoc61lghJgbJRbzbiQl
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAACAQCY9b8NFTOzV9dslI3DC8HF3H+A7D
N711tEX8hmUtlX6IowOGIIbcGxGIs39Bc3gaBHaH60vg3wblrmPKosE7dS7nMBTO06
QEid90I2FotpDtZIY¥5aUj8a0iSot+ei05HX5gqs9YmbWD9gM+sjawQecPoF7WUHNS56
JgSqW/BuwVy jKV+RLGvL0o8g3hcgdfwkHkCC1lHkIaWfYb78b6gItjeK7qgqggugs9veP
0/758fhR/XvXWEt6Z/qpgqIlSaxixPWH8AQq4 /KzwScbHZUhgSZU1H5EEQ2u7UZNDzVF(
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDeuOM+£f02/vW2CnorXnjDCTLP35
qu6T+U9c52tkaQrY/T1kRu675MuegquZ3g8rg1xr+5JZKdGDvHOZRVN4SV91+2

MrPBIR Dw0 3 3 H KWM O1r 0 +MIJWEQ040 S



The Tool

« No biometrics here, that's 3FA 1!

« Currently under active development




General

*Bash: CVE-2014-6271 (Shellshock)

*Cryptographic libraries: CVE-2015-5738 (Libgcrypt)

*OpenSSL related issues: CVE-2016-0777, CVE-2014-0160 (Heartbleed)
*OpensSSH related issues: CVE-2016-0778

Product Specific

«Ceragon FibeAir IP-10 SSH Private Key Exposure: CVE-2015-0936
*ExaGrid Known SSH Key and Default Password : CVE-2016-1560
*F5 BIG-IP SSH Private Key Exposure: CVE-2012-1493
Loadbalancer.org Enterprise VA SSH Private Key

*Array Networks VAPV and vxAG Private Key Privilege Escalation Code Execution
*Quantum DXi V1000 SSH Private Key Exposure






1. Look for private keys on the 172.16.173.0/24 network.

2. Use the looted keys to access more accounts.

D

.y




Topology Screening

- Basic

 Advanced - bypass firewall, adjoining networks, contiguous networks
« Web - Shellshock, Heartbleed

« VPN, VLAN, Virtual machines

 Hidden host / subnet — detect ARP packet

* Network shares

« Super - scan all, takes times



Network Enumeration
+

| Building Target Database

e —_ —
| SSH—based Attacks

|ShellShock

| HeartBleed

|Ceragon FibeAir IP—10 SSH Private Key Exposure

| F5 BIG—IP SSH Private Key Exposure

| Loadbalancer.org Enterprise VA SSH Private Key

|Array Networks vAPV and vxAG Private Key Privilege Escalation Code Execution
| Quantum DXi V1000 SSH Pri~ate Key Exposure

+— T ——— e —— T — — ———— -

I
I
I
I
| ExaGrid Known SSH Key and Default Password |
I
I
I
I

| POST Modules

Keys Extraction
+

| Looted Keys
I

A%
Key Based Authentication



Jassassin.py --check ssh --mode attack

Jassassin.py --check ssh --mode auth



Administration

« View activity output:

Jassassin.py --log all

« See what have been looted:

Jassassin.py --log loot




A

Client Certificate Authentication

Certificate Details ¢
Certification Path

“Lﬁ ' Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to: 2FAssassin
Issued by: 2FA Assassin CARoot

Valid from 1/ 1/ 2014 to 1/ 1/ 2040

? ‘You have a private key that corresponds hﬂwis certificate.

Install Certificate...| | Issuer Statement

Learn more about tertificates




File Analysis

1. Search for potential key files

2. Foreach file, do a deep dive info file content

./assassin.py --cert analyze --filetype ptx



Cracking P12 certificate

Dictionary Attacks:
Jassassin.py --cert crack --mode dic --filetype pfx
Brute Force Attacks:

Jassassin.py --cert crack --mode bruteforce filetype pfx °



Dissecting Certificate

» Extract public / private keys

« Remove passphrase

Jassassin.py --cert dissect —filetype pfx




#4
Remove Passphrase <—————————— +
+

#3
Parsing Cracked Passphase

Analyze Certificate

+ \Y
I
| +—————— +
| +
#1 N — - AN < —fe Gettlng Passph rase
PKCS#12 Certificate { Cracking | Stealing }
+— + —_—t—————————— +
keep for later use < e
: I
|
#5 #6 |
Extract Public Key <—————————————— + e ———— > Extract Private Key+
+
|
\Y #10
Validate Domain #7 Authenticate to SSL Server < +
+ I
| I
\Y #9 |
Real Domain Hunting +—————— > Prepare Client Machine +————————————— +
#8 t———————————————— + SSL/HTTPS




Finding SSL Server

1. Search for the actual URL

2. Authentication (with looted client certificate)

-@-—cnent helln se—-

. g 49 server hello + server cert
@ . 4@— optional client cert request

_o Client Cert mu—

-

/1117

Server




Setting up client system

#2 Loads client-certificate

| Attacker Machine| | SSL Website

| (2FAssassin) > | (172.16.173.182) |

Sends client-certificate, instruction script Authenticates to remote SSL website
#1 #3

Jassassin.py --cert windows --user <username> --secret <password> --host

<client_machine_ip>



Arbitrary SSH Key

+*
S

'2fassassin’ account_1

-> |create user| account_2
4 +
-> |generate RSA keypair|
+—— —+
-> |access to remote server|

oo B

account_3

account_4

account_5

+ — + — + — + — + — +




Disable 2FA on SSH

* File permission
/etc/ssh/sshd_config

« Turn off public key authentication




2FA-Postmoriem

e Post module

« Parse meterpreter session to 2FAssassin.

meterpreter > run post/2fassassin/postmortem

msf > info post/2fassassin/postmortem

/HHHHH |
VAVAaa Il
YAV Ao B P
|2
)

(

- |
()

o4

| 2FA-Postmortem |

2FA-Postmortem
Module: post/2fassassin/postmortem
Platform: Linux
Arch: x86
Rank: Normal

Provided by:
Maxwell Koh

Basic options:

Name Current Setting Required Description

CMDEXEC yes Command to execute

SESSION yes The session to run this module
on.

SYSTEMINFO TRUE yes True if you want to get system
info

Description:
Parse meterpreter session to 2FAssassin. There is no need to run
2FAassasin separately. Disregard which method you applied to exploit
into the target system, you can always bring the Meterpreter session
back to the 2FAssassin instance.

msf >




Impersonating SSL Website

» Using looted server certificate
* Must get server key

 Clientside attacks




#1

Server certificate was stolen by attacker

+————— +
| Attacker | <———————————— e e e e e e e +
| (2FAssassin) |
s e e
#7
reverse shell
connects back
to attacker
+— ———t (normal) Fm———————e +———— +
Windows Client | client auth | SSL Website |
e +(172.16.173.180) +————————— > | (172.16.173.182) |
R IR S e -
~
#4 |
SSL webiste is now |
at 172.16.173.194 t————————————— e e e + #6
client download
#5 malware from the
#3 +———— F——————— + (abnormal) phishing website
DNS Spoofing | | client auth
e > | DNS Server |
|(172.16.173.191) |
: 4
e -
e e e e e > | Phishing Website |
#2 Attacker cracked the server certificate, then use it | (172.16.173.194) |
to set up phishing website Fm—————————— e e +



DNS Poisoning

POISON

Jassassin.py --filetype <file extension> --spoof <phishing site ip>
--user <username> --secref <password> --target <target ip> --

gateway <dns ip> --mitm <on | off>




Signing Malware with looted private key

DigiCertUtil.exe /?

DigiCertUtil.exe sign [options] <filename(s)>

Signing options:

/shal <hash> The SHA1 hash (thumbprint) of the signing certificate. If
not present then the certificate that is valid for the
longest will automatically be selected. The thumbprint
can be in any of the following case-insensitive formats:

"054d9508b364a02a068faSc6153847he™
"05 4d 95 08 b3 64 ad 2a 06 8f a5 c6 15 38 47 be"
"05:4d:95:08:b3:64:a0:2a:06:8F:a5:¢c6:15:38:47:b6"

/kernelDriverSigning Add the DigiCert kernel driver cross certificates to the
signature.

/noTimestamp Do not add a timestamp to the signature (a DigiCert
timestamp is added by default).

Do not ask for ENTER to continue.

filenames is a list of files to be code signed. To
specify more than one file, separate each filename
or file path with a space. Enclose the filename or
file path in quotes if it contains spaces.

example: DigiCertUtil.exe sign /kernelDriverSigning "C:\My Programs\example.exe"
“driver.sys"

example: DigiCertUtil.exe sign /shal "054D9508B364A02A068FASCE153847B6" "C:\My P

rograms\example.exe"” "driver.sys"”

Press ENTER to continue...

=



Myth Busting Session

« Can MiTM attacks get you the private keys?
« Can SSLsirip get you the private keys?

« Can sniffing SSL traffic get you the private keys?







172.16.173.191 172.16.173.187

pommmmmmm e - pommmmmmmmmmeed deeeeeeeeeeeee- -
| | | |
| | | |
| | | |
| kali | | |
| T i ANENEAEAEAE > |
| | | userl:password msfuserl |
| | | (userl private key) |
| jeemsenanne + authorized keys: userl public key
L e R | |
|| |
oo o i o B L i i i L |
te SSH Tunnel |
fommmm et |
| |
| |
pommmmmmmmmeeet  feececcecceeee- +

./assassin.py --tunnel ssh --chain 1 --user userl --secret password --user2 msfuserl --host 172.16.173.187



Recommendations

* Protect DNS server

« Protect the secret keys in QR codes

e Protect privqfe keys  Note down critical IP address

» Suspect stolen key/certificate



Questions




P2 [rustwave:

Smart security on demand



