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« Application Security Engineer at Bugcrow 4
* One of K&goons of ROOTCON - the premiere hacki

confererge in the Philippines

« Former Senjor Security Consultant at Hewlett-
Enterprise (Fortify on Demand)

* Acknowledged and rewarded by Faceb
Microsoft, Mozilla, etc. for his responsible [dis

* Contributed auxiliary and exploit modules to th& Metasploit
Framework: Host Header lajection Detection, BiSpnWare
B;onFTP Server BufferOverflow, Zemra Bothet CnC Web

, Yahoo,
sures

Panel Remote Co xecution, Simple Backdoor Shell Remote |
Code Execution, w3twOrk / Pitbul IRC Bot Remote Code

chcution, etc.
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 Some humor images / memes may have expl1c1t/
languagf in them

Disclaimer!
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* Introduction to Metasploit Framework

. Metas&oit Interfaces
» Replication Steps / Prerequisit

* Metasploit Basics (msfcon
__ other interfaces)

 Demo (but if we have time we goXor
,£>/rm1tage | |
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* One of the most popular open source penetratiq
testingic;ols / frameworks the worlc
|

* Metaspl®it / MSF was created by H. D. M
as a portable network tool using Perl.

« By 2007, the MSF had been comp
Ruby.

* The project was acquired by Rapid 71
* Since the acquisitjen of the Metasploit Framework,
p1d7 has added two open core proprietary editions |

/lled Metasploit Express and Metasploit Pro.
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. Metasploit Interfaces

'

« Metasploit Framework Edition - the command-line interface a
also a free version (msfconsole)

* Metasploig Community Edition- a free, web-based user ig
Metasploit

» Metasploit Express- open-core commercial editio
who need to verify vulnerabilities

* Metasploit Pro - open-core commercial Metaspl¢
penetration testers |

* Armitage - free graphical cyber
(not maintained by Rapid 7

« Cobalt Strike - collectioh of threat emulation tools provided by
Strategic Cyber LLCto work with the msf. Includes all features of

Armitage and adds post-exploitation tools, in addition to report

generation features.
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hy we Aeed msfconsole farthis one?

W
N \




7 y
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« Kali Linux / any other pen testing distro t

has msf
] Windox XP Service Pack 3
e Metasploitable 2
 Virtual Machine (yeah interface

~+ Understand Linux
» Stop being aWdie - seriously \ \
» Use google if'you need any h7p or ask some of |

your friends
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DONT MAKE ME SHUT DOWN YOUR WEBSITE /
VRS
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Don’t rely on Hail MafyAttacks
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' \/ Sytarting it all

* msfupdate

. serviéx;:ostgresql start
o msfdb init
* msfrpcd -P msf

—s msfconsole

. h/elp ‘
N w /




Branch: master »

auxiliary
encoders
exploits
nops

payloads

post

metasploit-framework / modules /

m pbarry-r7 Land #6921, Support basic and form auth at the same time

Land #6921, Support basic and form auth at the same time
Fix pack on big endian host systems

Land #6921, Support basic and form auth at the same time
Fix the ARM NOP generator after #6762, #6768, and #6644
update to mettle 0.0.6

fixing typo for reference for golden ticket

Create new file U
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http://docs.kali.org/general-use/starting-metasploit-framework-in-kali
http://docs.kali.org/general-use/starting-metasploit-framework-in-kali
https://en.wikipedia.org/wiki/Metasploit_Project
https://github.com/rapid7/metasploit-framework/
https://github.com/rapid7/metasploit-framework/
https://www.offensive-security.com/metasploit-unleashed/
https://www.offensive-security.com/metasploit-unleashed/

