
TRANEWRECK
More Internet, More Problems



Objectives

•How	I	found	this	
•What	I	found	
•How	we	got	the	vendor	to	fix	it	
•Distribute	the	tools	to	identify	the	vuln	in	the	
wild.	



HOW THIS GOT STARTED

Jeff	Kitson



DECEMBER 29TH FURNACE FAILS
Heat exchanger cracks.

• Heat	
exchanger	
fails/cracks



GETTING THE NEW FURNACE
• Local	dealer	offers	Trane	units	
• The	model	I	select	comes	with	the	XL850



WHAT DID I BUY?

Jeff	Kitson



https://www.trane.com/residential/en/products/thermostats-and-controls/connected-controls/comfortlink_xl850.html	
https://www.trane.com/content/dam/Trane/residential/downloads/r850_144040426701.tar

The	company	offers	
remote	software	
downloads	as	well	as	
usb	tarball	loading.

https://www.trane.com/residential/en/products/thermostats-and-controls/connected-controls/comfortlink_xl850.html
https://www.trane.com/content/dam/Trane/residential/downloads/r850_144040426701.tar


THE XL850 MORE INTERNET, MORE ZWAVE, 100% MORE FUN

XL850	features:	
- Remotely	set	temperature	and	schedules	
- Send	notices	to	your	installer	for	service	
- Allow	remote	administration	from	Nexia	(SSH	SMIL)	
- Pull	weather	data	from	wunderground.com	based	on	zip	
- Self-update	software	from	downloaded	.tar	balls		
- Supports	Zwave	integration

http://wunderground.com


Oh	Ruby!	:D



THE XL850 MORE INTERNET, MORE ZWAVE, 100% MORE FUN

PORT						STATE	SERVICE			VERSION	
4447/tcp			open		n1-rmgmt?	
4448/tcp			open		unknown	
7788/tcp			open		unknown	
9999/tcp			open		napster					WinMX	or	Lopster	Napster	P2P	client	
33761/tcp	open		unknown	
35838/tcp	open		unknown



THE SMELL TEST

Port:	4448	

Port:	7788	

Port:	9999	

Port:	33761



file	*

tar	-xzvf	u_144040426701



Reviewing	the	manifest	
files,	and	integrity	scripts	
included	in	the	tarball	
it’s	easy	to	understand	
how	to	software	is	
packaged.	



https://github.com/jrspruitt/
ubi_reader/blob/master/
README.md

Extract	UBIFS	to	access	
source	

Big	thanks	to	jrspruitt.	
The	UBI	Reader	project	
made	this	analysis	much	
easier.	

https://github.com/jrspruitt/ubi_reader/blob/master/README.md


With	the	filesystem	exposed	we	can	explore	everything.		
(except	the	busybox)	

This	includes	the	ruby	modules	that	control	the	port	services	and	
all	the	helpful	specs,	comments,	code	samples	and	api	docs!	

Useful	things	to	extract	first:	

Matchers,	users,	password,	port,	comments,		
Samples,	socket,	dns,	notes,	login,	KEY,	api,	
alarm,	registration,	enrollment	





Jeff	Kitson



This	code	is	documented,	contains	specs,	lots	of	sample	code,	
and	design	meeting	notes.	It	all	makes	it	far	easier	to	figure	out	
how	to	exploit	the	device.	

Mock	services	can	be	run

Jeff	Kitson



Jeff	Kitson



SMIL  ☺

Jeff	Kitson



SMIL

• What does it stand for? 
Synchronized	Multimedia	Integration	Language?	

• What does it do? 
It	interacts	with	just	about	everything	of	value		in	the	system.	Any	action	available	

	 to	the	Nexia	service	or	support	professionals	seems	to	be	supported	by	these		
commands.	

Jeff	Kitson



SMIL IN USE
SMIL	ID	::	command	verb	(	{	json	data	}	)

Jeff	Kitson



Jeff	Kitson



Lets	login	already

Jeff	Kitson



"1::login(#{args[0]},\"#{Digest::SHA1.hexdigest(msg).upcase}\",\"#{permission}\",\"DefaultLabel\",,,,,);\n"



1::subscribe(TRUE)	??!!!

Jeff	Kitson

My	first,	most	basic	attempt	recursively	dumped	every	
unique	data	element.



I	built	another	handy	script	to	
parse	the	xml	nodes	and	
assemble	the	command	classes.	

Listening	to	the	feed	overnight	
gives	a	great	sample.		
	

Jeff	Kitson



Things	worth	tracking	include:	
• Auth	IDs	
• Command	IDs	
• Command	Payloads

Jeff	Kitson



Jeff	Kitson



CAUSING REAL TROUBLE.

Jeff	Kitson



Jeff	Kitson

"1.7.1.#{$~[:target_id]}.1.2::setHold(#{cool},#{heat});\0"



Jeff	Kitson



Jeff	Kitson



- Current	temperature	and	operating	mode	
- Installer	information	
- Home	heating	and	cooling	schedule	
- Serial	Number	
- AUID	(secret	id)	
- Nexia	registration	PIN	
- Platform	
- Hardware	serial	numbers	
- Raw	streaming	environmental	sensors	(temp,	humidity)	
- Network	status	and	active	connection	
- Service	chat	log	history	
- Alarm	history

This	method	works	for	all	the	other	models	as	well.	Now	we	can	
extract	anything	we	want	including:

Jeff	Kitson



BUILDING THE  
NEW TOOL

Jeff	Kitson



Building	a	point	and	click	tool	is	easy.	It’s	not	required	for	the	device	to	have	any	
special	features	enabled.	

	This	service	is	vulnerable	out	of	the	box	to	anyone	able	to	reach	it.	If	the	device	is	
currently	connected	to	Nexia	it	just	makes	information	gathering	even	easier.		

This	can	be	parsed	easily	and	the	tool	will	display	an	inventory	of	the	most	interesting	
	information.	

Jeff	Kitson



Jeff	Kitson



Jeff	Kitson

tranewreck.rb	provides	access	to	the	most	valuable	information	on	the	device	without	
modifying	the	settings	or	configuration	of	the	device.	



Jeff	Kitson

derailer.rb	gives	the	ability	to	update	heating	and	cooling	points.	You	can	also	remove	
the	device	from	active	server	connection	and	establish	a	new	arbitrary	connection.	



SCOPE OF THE PROBLEM…  
AND MORE PROBLEMS

Jeff	Kitson



So	What?

Jeff	Kitson



• Software	downloads	can	be	forced.	
• Weather	data	is	pulled	from	
wunderground.com.	

• Vulnerable	to	DNS	spoofing.	
• The	firmware	contains	private	server	keys.	
• This	backbone	Nexia	service	touches	a	lot.	

Jeff	Kitson

http://wunderground.com


There	are	more	every	day
Jeff	Kitson



Jeff	Kitson



Much	more	opportunity

Jeff	Kitson



THERE	ARE	PROBLEMS	AT	HOME
The	vendor	has	other	security	
issues	like	directory	listing	in	
protected	areas.		

Github	repositories	have	also	
been	exposed	with	keys,	salts,	
passwords,	anything	you	can	
imagine.		

Jeff	Kitson



Twitter:	@ItsOkImJK	

https://keybase.io/itsokimjk	

https://github.com/JeffKitson/Tranewreck_tools	

Jeff	Kitson



THANK YOU


