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MAC OS X Timeline

2009

10.6 - Snow Leopard

2011

l
10.7 - Lion

2012

l
10.8 — Mountain Lion

2013

|
10.9 - Mavericks

2014

l
10.10 - Yosemite

2015

l
10.11 - El Capitan

2016

|
10.12 - macOS Sierra
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Getting to Know More
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*Market share data is only between Mac and Windows, other operating systems are excluded
*Reference: http://www.statista.com/statistics/218089/global-market-share-of-windows-7/
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Myths about MAC

md  MIAC can’t get viruses

e Yes!! There are incidents and there will more to come.

sl  MAC are safer to use compared to windows

e “Mac OS X software has more high-risk vulnerabilities than all versions
of Windows put together,” -Bogdan Botezatu

=== MAC don’t crash

e MAC applications crash more than often than in Windows 7 (Network
World)

Copyright 2015 Trend Micro Inc.
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OS X Safety Features

med  XProtect

e Built-in anti-malware software

sl GateKeeper

e Halts unauthorized binary execution

Sandboxing

e Prevents user apps from accessing Kernel/core level components

maal  Code Signing

e Only signed kext (drivers) can be loaded

Copyright 2015 Trend Micro Inc.
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OS X Boot-up Process




MAC Boot-Up
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MAC Boot-Up

[ Boot ROM firmware activated ]

[ Power-On Self Test (POST) ]

-

Copyright 2015 Trend Micro Inc.
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MAC Boot-Up

Copyright 2015 Trend Micro Inc.

EFl selects OS to use
y 4

ﬂ control is passed on to
boot.efi loader

Boot loader loads kernel environment

kernel cache - mkext cache =
/System/Library/Extensions
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MAC Boot-Up

Copyright 2015 Trend Micro Inc.

boot loader starts kernel's initialization

[ A
B initialize MAC and BSD
data structures =
initialize 1/O kit

kernel looks fo?“rooi device and
roots BSD off of it




MAC Boot-Up
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MAC Boot-Up
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Auto-Start Mechanism

TRICKS AND WAYS FOR MALWARE PERSISTENCE

17 Copyright 2015 Trend Micro Inc.



Pre-Login Persistence

Kernel
Cache




Launched as Daemon or Agent

e /System/Library/LaunchDaemons

— /Library/LaunchDaemons

/System/Library/LaunchAgents

Agent —— /Library/LaunchAgents

Daemon —

~/Library/LaunchAgents

19 Copyright 2015 Trend Micro Inc.



Type of Launched Daemons and Agents

User Agents ~/Library/LaunchAgents Currently logged in
user

Global Agents /Library/LaunchAgents Currently logged in
user

Global Daemons  /Library/LaunchDaemons root

System Agents /System/Library/LaunchAgents Currently logged in
user

System Daemons  /System/Library/LaunchDaemon  root
S

20 Copyright 2015 Trend Micro Inc.

Third-Party App for
Specific user

Third-Party App for all
users

Third-Party App for all
users

Crucial for the OS

Crucial for the OS

(@) TREND



Tools to check for Daemon and Agents

launchctl

LaunchControl.app

Lingon X.app

lunchy

21 Copyright 2015 Trend Micro Inc.

ece

System Daemons

Q

File Status
bootps | Unloaded
com.apple.afpfs... [v| Ok
com.apple.afpfs... [v| Ok
com.apple.AirPl... (7] Ok
com.apple.airpo... [+ Ok
«com.apple.airpertd [v| Running
com.applealf.a... [v| Running
com.apple.Appl... [ | Unloaded
com.apple.appl... [v| Ok
com.apple.appl... [v| Ok
com.apple.apsd  [v| Running
com.apple.asim... (4| Ok
com.apple.Asse... [v| Ok
com.apple.atrun | Unloaded
com.apple.audi... [ Running
com.apple.auditd [v| Ok
«com.apple.autefsd [v| Running
com.apple.autom [v] Ok
com.apple.awacsd 4| Ok
com.apple.awdd  [v| Running
com.apple.back... | | Unloaded
com.apple.back... [v] Ok
com.apple.blued  [v| Running
com.apple.bluet... [v| Ok
com.applebluet... [v| Ok
com.apple.bnepd  [v| Ok
com.apple.bsd.dir [v] Ok
com.apple.cach... [v| Running

-+

ftp.plist {E]
Label | com.apple.ftpd Load All
Q
Program to run v
lusr/libexec/ftpd -1 -n WorkingDirectory -
Used to specify a
directory to ehdir(2) ...
- . StandardinPath -
Custom argv[0] B fpd o | Specilies what file
Enable Globbing should be used for d...
Run at load x| 7> Specifies what file
should be used for d...
Keep alive X
Keep alive no matter what ~ StandardOutPath -
1> Seeciies what fie
should be used for d...
inetdCompatibility ¥ X bl N Al
) wait EnvironmentVariables
- Is used to specify
Sockets v X ‘additional envirenme...
Identifier Family  Type Pass... T
Listeners IPv4/6% stream < o whether your job is
Add Identifier launched once at the...
val - Causes
SHAuthorizationRight v X the job to be started
This key is currently not supported by LaunchCentrol. You may, however, switch to Gy L e L
Expert Mode 1o edit this key. ) StartCalendarinterval
Show In Expert Mode @ = iz pi] Ly
causes the job to be...

‘StartOnMount -
Causes the job to be
started every time a...

‘OnDemand - This key
was used in Mac 08 X
10.4 to control wheth...

KeepAlive - Used to
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Login Items

e Associated with a specific user

 SYSTEM PREFERENCES ->
USERS & GROUPS -> LOGIN
ITEMS

e ~/Library/Preferences/com.ap
ple.loginitems.plist
— Path is base64 encoding

22 Copyright 2015 Trend Micro Inc.

_Password [NERENEIEH

These items will open autematically when you log in:

Kind
Application
Application

To hide an application when you log in, select the checkbox in the Hide

o0 < FH Users & Groups
Hide Item
4 beamoff
| M Tasks Explorer
> G
column next to the application.
m Login Options +

é Click the lock to make changes.
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Re-opening App after Reboot

* Onlogin, any opened windows or apps will be restored
— Malware could use this as auto-start mechanism

— ~/Library/Preferences/ByHost/com.apple.loginwindow.<hardware

UUID>.plist
Are you sure you want to shut down your
computer now?
If vou do nothing, the computer will shut down

automatically in 47 seconds.

Reopen windows when logging back in

Cancel Shut Down

23 Copyright 2015 Trend Micro Inc. ’l
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Start-up ltems

 Automatically executes a script at each reboot

* Place a malicious script and StartUpParameters.plist to:
— /System/Library/Startupltems
— /Library/Startupltems

Copyright 2015 Trend Micro Inc .
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Application Base

* By targeting specific applications logic/framework

— Plugins and extensions can be used
» /Users/<user>/Library/Safari/Extensions
» /Library/Internet Plug-Ins

Copyright 2015 Trend Micro Inc .
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FileSystem

26 Copyright 2015 Trend Micro Inc.
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MAC OS X Filesystem

IEIES

Copyright 2015 Trend Micro Inc.

e DMG
e PKG

e Universal
Binaries

Mach-O (EXE)
Dylib (DLL)
Kext (SYS)
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Property List

 * plist
e Settings and configuration

e XML Format
e Like a decentralized registry (windows)

Copyright 2015 Trend Micro Inc.




Binary PLIST (complied PLIST

* One of the several format used by Apple for PLIST

e Signature @ offset O
- bplIStOO @ o _ Launcaeons—basg4x21
— bplist01 | | CrEe ey

‘LaunchDa

Copyright 2015 Trend Micro Inc.




Plist Tools

o ® || com.apple.recentitems.plist | Purchase Now |
T i O
Mew C’hild New Sibling Delete
. Key Class Value
[ ) P refs E d I tO r a ¥ Root Dictionary 2 3 keyivalue pairs
° p p ¥ RecentApplications Dictionary o 3 keyivalue pairs
Controller String 2 CustomListitems
° . » CustomListitems Array % 10 ordered objects

[ ] PI IStEd It Pro a MaxAmount Number 210
° p p ument: Dictionary 3 keyivalue pairs
Controller String & CustomListitems
. . - w CustomListiterns Array 2 7 ordered objects
— pledit (using command line) o Dctoray 3 3 eyva
1 Dictionary % 3 keylvalue pairs
»2 Dictionary 2 3 keyivalue pairs
»3 Dictionary 2 3 keyivalue pairs
® P ref Sette r. a p p (SIOW) [l Dictionary £ 3 keyivalue pairs
b5 Dictionary 2 3 keyivalue pairs
w6 Dictionary o 3 keyivalue pairs

Bookmark Data 2 B76 bytes: 626F6FEB 6...0 AC010000 00000000
» CustomltemProperties Dictionary 2 1 keyivalue pairs
Name Siring £ Chess_normal

MaxAmount Number s 10

» RecentServers Dictionary 2 3 keyivalue pairs

Automatically sync text

The property list is in binary format and has no textual representation. To see a textual
representation, choose a different property list format using the Change Format submenu Located in the
Operations menu.

30 Copyright 2015 Trend Micro Inc.




.db files

e Uses SQLite database format

e Signature @ offset O
- SQL'te @ O . _ Dock — bash — 94x21

31 Copyright 2015 Trend Micro Inc.




.db Tools

DB Browser for SQLite
— http://sqlitebrowser.org/ «:s o st A

| {4 New Database 3 Open Database 1 Write Changes & Revert Changes
Database Structure [=l-/ [ 45/ -\l Edit Pragmas Execute SQL 006 DEiSchama)
Name Type Schema
Table: | || data B New Record Delete Record v 7] Tables (6)
v [] data CREATE TABL...
=5 |2 value TEXT “value’ TEXT
v || displays CREATE TABL...
1 ALibrary/Des... v |- pictures CREATE TABL...
Q space_id INTEGER “space_id" IN...
Q display_id INTEGER “display_id’ I...
v || preferences CREATE TABL...
key INTEGER “key' INTEGER
=) data_id INTEGER “data_id® INT..
Q picture_id INTEGER “picture_id" I...
v || preis CREATE TABL...
=) key INTEGER “key” INTEGER
=) data TEXT “data” TEXT
v || spaces CREATE TABL...
=) space_uuid VARCHAR “space_uuid’ ..
v Indices (6)
data_index CREATE INDE...
displays_index CREATE INDE...
pictures_index CREATE INDE...
preferences_index CREATE INDE...
prefs_index CREATE INDE...
spaces_index CREATE INDE...
(9] Views (0)
1-10f1 Goto: 1 v L] Triggers (4)
[0 ationbons dmlobod AREATE TAIN
SOLLog  Plot
UTF-8

32 Copyright 2015 Trend Micro Inc.



http://sqlitebrowser.org/
http://sqlitebrowser.org/

33

Universal Binaries/Fat Binaries

e Essentially a wrapper — a simple archiver that concatenates
Mach-O Files for multiple architectures

e Supports multiple architecture

— PowerPC
— Intel 32-bit
— Intel 64-bit

Copyright 2015 Trend Micro Inc . ’ TREN D
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Fat Binaries

struct at_header {
uint32_t magic; “CAFEBABE” :
uint32_t nfat_arch;

%

struct fat_arch {
cpu_type_t cputype;
cpu_subtype_t cpusubtype;
uint32_t offset;
uint32_t size;
uint32_t align;

;

Copyright 2015 Trend Micro Inc.

MacOS — bash — 78x28




Mach-O File Header

struct mach_header { /* Constant for the magic field of the mach_header (32-bit architectures) */
uint32_t magic; #define MH_MAGIC Oxfeedface [*POWERPC*/

#define MH_CIGAM Oxcefaedfe [*Intel*/
cpu_type_t cputype;

CPU—SUbtype—t CDUSUbtype; /* Constant for the magic field of the mach_header_64 (64-bit
uint32_t filetype; architectures) */

- . #define MH_MAGIC_64 Oxfeedfacf ~ /* POWERPC*/
uint32_t ncmds; #define MH_CIGAM_64 Oxcffaedfe  /*Intel’/
uint32_t sizeofcmds;

uint32_t flags;

uint32_t reserved; /*available for 64-bit*/

X

35 Copyright 2015 Trend Micro Inc. ’/
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MAC Malware Trends




o

OSX/Leap-A

a.k.a. Oompa
Loompa

2006

Virus

2008
Lamzev a.k.qa.

OSX/Malez

Backdoor

37 Copyright 2015 Trend Micro Inc.

First MAC Malwares

A\\ Renepo a.k.a.

Opener

1998
Worm

FakeAV

2011

MAC Defender

OSX/Leap-A a.k.a.
Oompa Loompa

« disguised as simple
image file

» infects Cocoa
applications

« spread via iChat
instant messaging

(@) TREND



OSX/Leap-A
a.k.a. Oompa
Loompa

2006 Virus

\ Backdoor

2008
Lamzev a.k.a.
OSX/Malez

38 Copyright 2015 Trend Micro Inc.

First MAC Malwares

|
—__  Renepo a.k.a.

Opener

1998
Worm

FakeAV

2011

MAC Defender

Renepo a.k.a.
Opener

» self-propagating
worm by gaining
root access

* propagates via
networks and
drives

« turns off OS X
firewall

(@) TREND



OSX/Leap-A \
a.k.a. Oompa
Loompa

2006 Virus

Backdoor

2008
Lamzev a.k.a.
OSX/Malez
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First MAC Malwares

Thunderstrike 2
Opener

1998

Worm

FakeAV

/

2011

MAC Defender

Lamzev a.k.a.
OSX/Malez

 hacker tool to
install backdoor

* needs physical
access to the
system



OSX/Leap-A
a.k.a. Oompa
Loompa

2006 Virus

\ Backdoor

2008
Lamzev a.k.qa.

First MAC Malwares

OSX/Malez

40 Copyright 2015 Trend Micro Inc.

H“L‘“\\_ Renepo a.k.a.
Opener
1998
Worm
FakeAV /

2011

MAC Defender

MAC Defender

« qattack similar fo
ones on Windows

 took the name of
legitimate
MacDefender
program

« poisoned popular
search terms

(@) TREND



Clapzok.A
2013

Virus

— L

- Thunderstrike 2
2015

Worm

2016
Eleanor

\ Backdoor

41
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FakeAV

2014
MacKeeper

More Recent MAC Malwares

Clapzok.A

« proof-of-concept
virus by JPanic,
updated version
of a Windows
virus

« only infects x86
versions

« multi-platform
infection

(@) TREND



Clapzok.A
2013

Virus

— L

- Thunderstrike 2
2015

Worm

\ Backdoor

2016
Eleanor

42
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FakeAV

2014
MacKeeper

More Recent MAC Malwares

Thunderstrike 2

« proof-of-concept
worm by security
researchers

« stealth firmware
worm

* Can spread once
option ROM on
peripheral devices
is infected

(@) TREND



Clapzok.A
2013

Virus

\ Backdoor

2016
Eleanor

43
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More Recent MAC Malwares

— 1

. Thunderstrike 2
2015

Worm

|

/
/
/

FakeAV /

2014
MacKeeper

Eleanor

« distributed as
Easydoc
Converter

« connects infected
PC to TOR network
and generates
.onion domain to
access user’s
system using only
the browser

(@) TREND



Clapzok.A
2013

Virus

Backdoor

2016
Eleanor

44

Copyright 2015 Trend Micro Inc .

More Recent MAC Malwares

Thunderstrike 2
2015

Worm

|

2014
MacKeeper

FakeAV

MacKeeper

« uftility software for
“MAC OS X
security and
optimization”

@y ReEND



MAC Ransomware: KeRanger

UPX-packed
Mach-O
Execvutable

kernel_pid;
kernel_time;
kernel_complete

General.rif

encrypts users’ files

Transmission v2.90 and hold these for
dmg installer ransom

45 Copyright 2015 Trend Micro Inc.
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Tools For Static Analysis




HexDumpers

B Automator

Qe
* Display a hexdump of a binary file 8 T X D~ N

Baeea  CF Fa ED FE 67 609 B8 B1 B3 66 08 508 62 08 B8 60
BEEle 22 B0 68 08 ES 11 86 B8 55 60 20 00 B9 0B 6O 60

- hexdump_c <fi|ename> BEEZA 19 B8 B8 D8 45 69 B8 B8 5F 5F 5B 41 47 45 B4 45

BAE3A 52 4F BR BA PO G AR B GO BR A9 AR PO 0O 6B 68

AAA4A G0 R BR AR Bl G AR G GO B A9 AA PO 0O 6A 68

T O e s s e A e e O )

— OXED app (GUI) AAREA @A AR AR AR PO AR A A 19 AA BA AA BS A3 AR PA
° BRE7A 5F 5F 54 45 53 54 GA ©A 60 6A A9 AA PO 06 6A 68

BAAZA G0 R BR AR Bl PG AR G G0 CH A2 AA PO 0O 6A 68

. [ ] [ ] Hcp BEA9E BB B9 AR AR A6 AR BA A BB CO BZ 66 B8 A8 BA A8
—_— H eX F I e n d (G U I ) @ | CFFAEDFE B7BROPE1 B300BE50 A2000AAE | (e "1, k N -;'; BEEAE A7 B8 BB BB B5 B0 BB BB BG BB BB B8 08 A8 B8 B8
16 | 11060E60 6HE6ARA0 S5AA2000 BEOAROEN a BEABE EF BF 74 65 73 74 00 GO B9 B0 BA 66 B8 A0 AA A8
32 | 19660068 406E0A0E SFEFSE41 47455445 H __PAGEZE BAACA EF 5F 54 45 55 54 OA AR AP B9 BA AF AR AR AA AR
it EEREE e A0 (gt (ks | | apaDE B 13 00 B9 Pl 60 00 04 CE E6 61 04|04 68 08 6a
) 01608005 BBOES BB 13 69 69 P4 69 60 00 B9 69 69 B 69 60 B 69
SS PRPABGRA DEBEBARE L9AANGAE 2307868 ¢ BEAFE BB B4 AA 58 A6 AR B0 A B9 B0 BA 66 BB BB AA A8
112 | BFEFE44E BEE4A0A0 AAGHDAEEE ABEEEAEE | | __TEXT 68188 SF 5F 73 74)75 62 73 6A(68 B0 BB B6|6A 63 62 BO
126 | BRREREPAR E1OARRGR GAIERREE AERAEARE 8 BaliA EF BF 54 45 53 B4 00 G0 B9 B0 BA 66 68 A8 AA A8
144 BA3AE0E0 8 BElzE  7C FA A1 BB A1 B9 B8 A 95 @1 BA 66 B8 AG AA A8
165 | B700EEGER BEERARED GERREEGE PEEOAEGD AP138 7C FA ©1 B9 91 60 00 09 09 60 04 04 04 60 08 6a
176 | EFEF746E 79746000 DoOGEEND BOEERRRE | | __text BA140 S B4 OO 5P PO AP PO BB BE PO BB OO B PO AR BB .. .
107 | BFEFE445 EOE40008 PRADEEPE DREREAEE | | __TEXT Bel58 5F BF 73 74 75 62 BF 68 65 6C 7@ 65 72 68 B8 B8 __stub_helper...
ZAG | 44PEAARA A1FPAREE AS1SAAAA AEEAAEEE | | D ® BALEE EF EF B4 45 B3 54 BA B0 B0 B0 BA AR AR BB BA BA  __TEXT.
274 | 44AEPABA AZAPAPAE ABARERAR PEAEABES | (D BE178 14 FC A1 AA A1 B9 B8 A6 B5 62 B8 66 66 A8 AA A8
246 | BEA4PAGH HEEEACHE ABAREEEE BPBEADEE A BE156 14 FC A1 AA 62 B9 B8 A6 B9 B0 BA 66 B8 AB AA A8
256 | BFEF7374 TE627300 AOOEDAEE ABEEA06E | | __stubs BE196 B8 B4 AA 58 A6 B0 B0 A B9 B0 BA BE BB AB AA A8
272 | BF5FE445 5354ARA0 AAAABRAA BEAARORE || __TEXT BAl4R BF BF 65 6F 6E 73 74 OA B0 PR AR AR BA A8 AR B9
256 | ECz68000 91000800 3EA10BA0 BEEEDEE8E _I& = BA1ER 5F 5F 54 45 55 54 AR BA AR AR AR AR BA AR AR B8
304 | ECZ606860 01600066 DOOEDOEE HOBEEEEE | | &
326 | A3A46A5E POEOBAAES AEARERRE AOOAAAAE & Type Value
336 | SFEF7374 7562560 GE6CTA6S 72008R60 | | __stub_helper 8 bit signed
352 | BFEF5445 GOS406A0 AEANDEEE ABEOEEEE | | __TEXT B .
360 | 20209000 A1RGARRA 22020000 PEEEEAAA | |, ( o 8 bit unsig...
354 | 2C26ARAR AZAAARGD AARARARE APAGARAR || ,{ 16 bit signed
<@g al A - 1
416 | SFEFE3EF GE7374A0 __const 16 bit unsi...
Signed Int big [select some data) =|(+ 32 bit unsi...
Hex  Little Endian Insert Offset: 0 Selection: 0

0 out of 24768 bytes

TREND

47 Copyright 2015 Trend Micro Inc. MTCR O




File String Extraction

» Search for a pattern

— grep ‘regex pattern’ <filename>

. oe TExtractor
e Search for strings -
Select file... = /Molumes/Google Chrome/Google Chrome.app/Contents/Mac0S/Google Chrome
Offset Length String
M . 14095 181 Reliance on this certificate by any party assumes acceptance of the then a...
- St r I n gS <f| I e n a m e > 10814 180 Reliance on this certificate by any party assumes acceptance of the then a...
12136 180 Reliance on this certificate by any party assumes acceptance of the then a...
16438 180 Reliance on this certificate by any party assumes acceptance of the then a...
. 1952 100 @executable_path/../Versions/42.0.2311.90/Google Chrome Framewor...
[ ] St r I n g eXt ra Ct O r 1841 87 /System/Library/Frameworks/SystemConfiguration.framework/Versions/Af...
2169 77 /System/Library/Frameworks/CoreFoundation.framework/Versions/A/CoreF ...
1561 69 /System/Library/Frameworks/Foundation.framework/Versions/C/Foundation
1745 65 /System/Library/Frameworks/Security.framework/Versions/A/Security
— T Ext ra Cto r. a p p ( G U I ) /System/Library/Frameworks/AppKit.framework/Versions/C/AppKit
1473 59 /System/Library/Frameworks/Cocoa.framework/Versions/A/Cocoa
1657 59 /System/Library/Frameworks/|OKit.framework/Versions/A/IOKit
13406 45
14824 45
16918 45
9203 42
11318 42
Copy selected to pasteboard

48 Copyright 2015 Trend Micro Inc.
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Mach-O File Analysis Tools

Displays and parse the whole
Mach-O file

— MachOView.app (GUI)

— Otool

— machoviz.anrc-services.com

Copyright 2015 Trend Micro Inc.

B &

¥ Executa
Mach
¥Load
LC

»LC

FLC

LC.

LC
LC
LC
LC
LC
LC
LC

LC

LC |
LC_|
LC.
LC_|
LC_|
LC |
LC.
LC |

ble (XB86_64)
64 Header

Commands

_SEGMENT _64 (__PAGEZERO)
_SEGMENT _64 (__TEXT)
_SEGMENT_64 (__DATA)
SEGMENT_64 (__LINKEDIT)
DYLD_INFO_ONLY

SYMTAB

DYSYMTAB
LOAD_DYLINKER

uuID
VERSION_MIN_MACOSX
SOURCE_VERSION

_LOAD_DYLIB (CoreFounda...
LOAD_DYLIB (Application...
LOAD_DYLIB (Foundation])
LOAD_DYLIB (libobjc.A.dylib)
LOAD_DYLIB (libSystem.B...
LOAD_DYLIB (CoreServices)
FUNCTION_STARTS
_DATA_IN_CODE
DYLIB_CODE_SIGN_DRS

A pledit
Q
Offset Data Description Value
00Q00P6EQ 80000028 Command LC_MAIN
4 @eeeesls Command Size 24
00Q0QEES @OV0EERRBRBOL151F Entry Offset 5497
000006F0 QOGRECRe0RBORRGE Stacksize @




Tools For Dynamic Analysis
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Process Monitoring

Display running processes
— Activity Monitor.app (GUI)

— Task Explorer.app (GUI)

— top | grep ‘process name’

— ps-ef | grep ‘process name’

Copyright 2015 Trend Micro Inc.

0O O

Process info Stop process

Process Name

B 0xED

[ AbTriv FS Spy
ApplelDAuthAgent
AppleSpell
CVMServer
CalNCService
CalendarAgent
CallHistoryPluginHelper
CloudKeychainProxy

B Conscle
CrashReporterSupportHelper
DataDetectorsDynamicData

™ Dock

& Finder
IMDPersistencefgent
Image Capture Extension
KernglEventAgent
Keychain Circle Motification
LaterAgent

‘5 MachOWiew
Maotification Center

i, ! PlistEdit Pro

=2 Preview
ScopedBookmarkAgent
SocialPushAgent

Tasks Explorer

CPU Usage

~ FID
2,021
2,868
348
1.920
201
315
298
308
370
276
385
1,783
280
282
316
1,988
94
343
1,086
2,148
346
277
1.976
1,987
341

Q ] Flat
Search View

CPU% Real Mem User
o 586 MB  trainee
1] 16.1 MB  trainee
0 143 MB  trainee
] 3.3 MB trainee
0 1.3 MB root

1] 18.3 MB  trainee
0 216ME trainee
1] 11.0 MB  trainee
0 2.8 MB trainee
(1] 30,0 MB  trainee
0 2.8 MB root

(1] 5.2 MB trainee
] 31B8MB trainee
] 125.8 MB trainee
] 4.2 MB trainee
] 146 MB  traines
0 8991.2 KB root

o 17.8 MB  trainee
] 12.6 MB  trainee
] 699 ME  trainee
o 271 MB  trainee
] 232MB  trainee
o 28.1 MB  trainee
] 3.9 MB trainee
] &7 MB trainee
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Persistence Monitoring

* Display lauch daemons or agents
— lauchctl list
— KnockKnock

Start Scan

2 - 5 .
- 8 Little Snitch Agent
A Kernel Extensions o || @ ‘sreynitie suciien st ©® @
/Library/La leSnit st virustoty t

20
la Launch Items

(3’ daemons and agents loaded by launchd

4 0
m Library Inserts .
dylibs inserted via DYLD_INSERT_LIBRARIES o

‘D Login Items

items started when the user logs in

b et cows 0156 @ ©

56 O @

scan complete

52 Copyright 2015 Trend Micro Inc.




FileSystem Monitoring

e Watch filesystem in realtime in console

— fs_usage
* Graphical view of filesystem events
— fseventer.app (GUI)

* Track file system activity
— AbTriv FS Spy.app (GUI)

* List open files

— |sof
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Qe fseventer - Recording...

[db [ BootCaches [ 9607DF12A-C7B1-4F5C-AFBF-521894C

&l

£°.DS_Store
[“9Desktop :2Screen Shot 2015-08-18 at 8.33.33 PM.png
E.Screen Shot 2015-08-18 at 8.33.33 PM.png-l4CH
[HUsers gyrainee | Caches | @com.apple QuickLookDaemon | 9Cache

[ Library

| OPreferences | Ccom.fernlightning fseventer.plist.nAl
o

0=\NY 4

nsbwg_8c99hj6th0000gn.

m.apple.spaces.plistwUV17KS
BByHost Qcom.apple loginwindow.5

m.fernlightning fseventer.plist
eom.fernlightning faeventer.plist jBb

- 100%

(@) TREND



54

Network Monitoring

* Network Traffic Analysis
— Wireshark.app (GUI)

e HTTP Parser
— Fetcher.app (GUI)

* List active network connections

— PortsMonitor.app (GUI)
— netstat —a

Copyright 2015 Trend Micro Inc .
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Other Tools

e Text and Source Code Editors

— TextWrangler.app
— Tincta.app

* APl Documentation Browser

— Dash.app

Copyright 2015 Trend Micro Inc.

® ' ® | & osxABIDynamie L | +
a- K/ 0S X ABI Dynamic Loader Reference > — Low-Level... » [ _dyld_image_count [ [T]
[ @ o S

[ _dyld_launched_pre...
_dyld_lookup_and_bind
I3 _dyld_lookup_and_...

_dyld_lookup_and_...
[A _dyld_lookup_and ...
_dyld_moninit

I3 _dyid_present
_dyld_register_func...
[ _dyid_register_func...
_dyld_register_func...
@ _Exit

Low-Level Functions

[@ _dyld_bind_fully_image_co.
[@ _dyld_bind_objc_module

[@ _dyld_func_lookup

[@ _dyld_get_image_header

[@ _dyld_get_image_name

[@ _dyld_get_image_vmaddr_s1.
[@ _dyld_get_objc_module_sec.
[@ _dyld_image_count

[@ _dyld_image_containing_ad.
[@ _dyld_launched_prebound
[@ _dyld_lookup_and_bind

@ _dyld_lookup_and_bind_fully

Obtains the size and starting location of an Objective-C module.

Declaration
GBIECTIVE-C
void _dyld_get_objc_module_sect_for_module( NSModule module, voidss
objc_module, size_t* size);
Parameters
module Amodule reference from an image.

objc_modulet A pointer to a pointer. On output, contains a pointer to the start of the
__0B1C,__module section for the specified module.

size Apointer to a long integer. On output, the long integer contains the a
value indicating the size of the output module.

Discussion
This function is used by the Objective-C runtime library.

_dyld_image_count

Returns the number of images that dy1d has mapped into the address space of the current
process.
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Conclusion
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Learn MAC Malware Analysis NOW!
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