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RANSOMWARE

Battling A Rapidly CHGnging
And Booming Industry
|

By : Jaaziel Sam Carlos
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WRAT 15 RANSUMWARE?

A type of malware which s
or prevents users from using o
system. It forces its victims 10
oAy ransom through certain
oayment methods. There are af
east |1 10 known Ransomware

¢ -amily foday

What is Ransomware?




FIRST SIGHTING

The first ransomware
was discovered in
Russia around 2005. It
was detected as

PGPCODER
4

&
‘ L CRYPTOLDCKER

In 2013, CryptolLocker
was discovered and the
use of military grade
encryption and TOR

. among ransomwares

Brief Histury became common

OUTSIDE RUSSIA

During 20172,
Ransomware variants
spread in countries
across Europe. Mostly
uses Fake Police
Nofification.




DAMAGE POTENTIAL HIGH

DISTRIBUTION LOW

UPDATE FREQUENCY HIGH

Ransomware Threat









FILE

Kinds of Ransomware



YOUR COMPUTER HAS BEEN LOCKED

SCREEN
tre tolowing wccoumt. " NS

-
Py _Enter

Kinds of Ransomware
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ARRIVAL PAYLOAD

Ransomware Attacks



SPAM MAIL

Arrival



Recapito Elettronico Fattura

SPAM Mails

X

Wednesday, May 11, 2016 8:35 AM
A internship?
2 |y CV880.doc (64.8 KB)

Hey there!

I just found your website, I am very interested in a position or perhaps a intemship
I attached my CV for you, please go through it and you wall see that I am very
qualified

You wall not be disappomnted, I assure you

Take care

Subject: Cataldi Billing Statement 2243
-] Message Esta{cment.zip (888 B)

Hello Please see enclosed a copy of the billing statement for Nov
2015

Best regards
Sherika Oney




12 This message was tent with High impontance.

| ghx

Recapito Elettronico Fattura

A SPAM with @
malicious link that
redirects to a
download site or
exploit serve kit

SPAM Mails



rrom: [
Date: Wednesday, May 11, 2016 8:35 AM
To: _
Subject: A nternship?

Attach: & )myCv880.doc (64.8 KB)

A SPAM with @
malicious

I just found your website, I am very mterested i a postion or perhaps a mtemshp d

[ attached my CV for you, please go through it and you wall see that I am very O C U m e nT

qualiied

You will not be disappomted, I assure you Wh I C h d Isg U Ises
Take care OS O CV

Hey there!

SPAM Mails



From: _ Sent: Thu 11/12/2015 3:36 PM

To:
Cc
Subject: Cataldi Billing Statement 2243

1 Message §Statement.zip (888 B)

3l A SPAM with a
lio PI losed f the billi f . o .
;g_-lgpease see enclosed a copy of the billing statement for Nov mQ||C|OUS Scrlp_l_

Best regards f||e Wh|Ch

Sherika Oney
downloads the
ransomware

SPAM Mails



. ’ EXPLOIT KITS

Exploit Kits
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THE NORMAL SITE

Exploit Kits

A normal site can
redirect o an
exploit server kit
with the use of
“Malvertisement”



The malvertisement
will redirect the

~ network fraffic to
an Exploit Server Kit

Exploit Kits



Exploit Kits

The Exploit Kit will
be responsible for
checking the
system for
vulnerabllity that
will be exploited
and using it to
download the
Ransomware
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Exploit Kits

A Compromised
Site Is a site which
IS hacked/stolen
by a
cybercriminal. This
can be used to
redirect a user to
a Exploit Server Kif




Exploits

Delivered Ransomware (2015)

Delivered Ransomware (2016)

Angler Exploit Kit

CryptoWall, TeslaCrypt, CryptoLocker

CryptoWall, TeslaCrypt, CryptoLocker,
CryptXXX

Neutrino Exploit Kit

CryptoWall, TeslaCrypt

CryptoWall, TeslaCrypt, Cerber, CryptXXX

Magnitude Exploit Kit

CryptoWall

CryptoWall, Cerber

Rig Exploit Kit

CryptoWall, TeslaCrypt

Ransom_GOOPIC

Nuclear Exploit Kit

CryptoWall, TeslaCrypt, CTB-Locker,

TeslaCrypt, Locky

Troldesh
Sundown Exploit Kit CryptoShocker
Hunter Exploit Kit Locky
Fiesta Exploit Kit TeslaCrypt

Arrival



ARRIVAL

Ransomware is

| downloaded or
dropped onto the

system.

Payload



CONTACT

The Ransomware will

’ connect the C&C to

receive a Key and
send victim
Information

Payload



The ransomware will

. now start searching
the system for target

file types and
directories

Payload



ENCRYPT

Once the

i ransomware finds a

target it will encrypt
the said files

RANSOMWARE | Payload



We ENCRYPTED your
FILES

Pay 1.5 BTC to
Unlock your

Precious files The ransomware will
now display a
ransomnote that
INnstructs the victim
on how to pay the
ransom

)

-

Payload



l WHAT IS ITS I
IMPACT TO THE

VICTIMS?
| ' 3

Impact of Ransomware Infection



YOUR FILES ARE NOW
ENCRYPTED

To regain access to your
computer enter the key which
you can have by paying 5009 in
the following account

Permanent or
temporary lost of
important files

Impact of Ransomware Infection



YOUR FILES ARE NOW
ENCRYPTED

To regain access to your
computer enter the key which
you can have by paying 5008 in
the following account

-

-

Disruption from
e—— regular operations

Impact of Ransomware Infection



YOUR FILES ARE NOW
ENCRYPTED

To regain access to your
computer enter the key which
you can have by paying 5008 in
the following account

Financial loss
when paying the
ransom

Impact of Ransomware Infection



Average payed ransom by

S30M every 100 days collected by

| CryptolLocker threat actors & 4
' )
+ “a
. = : : : == A Hospital from L.A. payed a ransom
=| B L amounting to 17,000S

Ransomware Profit
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sweetly repont
_pat

N oo B
662152 2

Hi sweetly,

I've attached the report you asked me to sen

Regards

Claire Goff
Group Director of Strategy

Locky

d.

LOCKY's
arrival vector
IS elther
through SPAM
mMail or
fhrough
Nuclear
Exploit Kif



keyw: HECZCU Sofbware MicrosofEh Windows W CurrentYer sion Inkerne

keyw: HECZCU Sofbwareh Microsofe Windows Courrentversion\Explorer shell F

ke HECZCU Sofbwareh Microsof e WwWindows CourrentWersion\Explorerishell F

kesw: HECU Sofbwareh Microsof e WwWindows ShellMoRoarm\MUICache walue:

new process "CADCCUME~ DY ITUS~ 1\ L OZALS~ 1\ Temp)f 1337 aWEGHSZ . exe" 321

LOCKY needs an argument to run
properly

Locky



Encrypts the file name and

adds “.locky” or ".zepto”
——

Mame

@| 45 HELP_instructions, Rkl

Locky



N IMPORTANT INFORMATION !!!!

2DFET 1N

Locky

The ransomnote

has the string

1l IMPORTANT INFORMATION !l

All of your files are encrypted with RSA-2048 and AES-128 ciphers.

More information about the RSA and AES can be found here:
http://en.wikipedia.org/wiki/RSA_(cryptosystem)
http://en.wikipedia.org/wikifAdvanced_Encryption_Standard

Decrypting of your files is only possible with the private key and decrypt program, which is on our secret server.
To receive your private key follow one of the links:

1. http://mphtadhciSmrdlju.tor2web.org/342947139CF2DFF7

2. http://mphtadhciSmrdlju.onion.to/342947139CF2DFF7

If all of this addresses are not available, follow these steps:
1. Download and install Tor Browser: https://www.torproject.org/download/download-easy.html
2. After a successful installation, run the browser and wait for initialization.
3. Type in the address bar: mphtadhciSmrdlju.onion/342947139CF2DFF7
4. Follow the instructions on the site.

I Your personal identification ID: 342947139CF2DFF7 1!

‘:*+_~+_:*|*_

dropped by Locky

FEELP  INSTIYCTICRES
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CryptProjectXXX
:

CryptXXX



armple. dll

Latest variants lock the
screen after encrypting
the files on the system

CryptXXX

Copies legitimate rundll32.exe to
ITs current folder use it fo load the

malware(some variants rename
the rundll32)

NOT YOUR LANGUAGE? USE https: / /translate.google.com

what happened to your files 7
All of your files were protected by a strong encryption with RSA4096
More information about the encryption keys using RSA4096 can be found here: http://en.wikipedia.org/wiki/RSA_{cryptosystem)

How did this happen ?
11 Specially for your PC was generated personal RSA4096 Key , both public and private.

I ALL YOUR FILES were encrypted with the public key, which has been transferred to your computer via the Internet.
111 Decrypting of your files is only possible with the help of the private key and decrypt program , which is on our Secret Server

whatdo I do 7
S0, there are two ways you can choose: wait for a miracle and get yoy e doubled, or start obtaining BITCOIN NOW! , and restore your data easy way
If You have really valuable data, you better not waste your time, becgy ere is no other way to get your files, except make a payment

Your personal ID:

For more specific instructions, please visit your personal e page, there are a few different addresses pointing to your page below:

1-
2 -
3 -

If for some reasons the addresses are not available, follow these steps:

1 - bownload and install tor-browser: http: / /www .torproject.org/projects/torbrowser.html.en
2 - After a successful installation, run the browser

3 - Type in the address bar -

4 - Follow the instructions on the site

Be sure to copy your personal ID and the instruction link to your notepad not to lose them.



Version

File Extension

Loader

Note Filename(s)

.crypt

none

de_crypt_readme

.crypt

use of svchost.exe

{unique ID}

3 .crypt use of svchost.exe IRecovery_{ID}
{unique ID}
3 .crypl use of rundll32.exe {unique ID}
3.2 .Crypz use of explorer.exe Hunique ID}
3.205 .[Random] use of rundll32.exe @{unique ID}

-
CryptXXX

. .
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Petya is a type of lockscreen.
And is able to encrypt, not
the files, but the Master File
Table

Petya

Your computer has been encrypted

The hard disks y npu ve bee Crypred w Nilitary @ mwp{n ithm, It;
impossible to recover dtv.r a; xa(hyl melrlpv epurc of this key

and the ¢ e decrypuon of your uxmpulm,

®Thepr It be dapbled in

0u O 23m o D e

(© Start the decryption process



Cerber



@ How are you doing? - Mozilla Thunderbird

I
]
ELAINE KIEC <tvalle@rpkengineers.com> 4 Reply | & Reply All |~ = Forward = More -
How are you doing? 1:48 PM

What's new?

| visited your website yesterday..

I'm currently looking for employment either part time or as a intern to get experience
in the job fiield.

Please review my Resume and let me know what you think.

Many thanks,

ELAINE KIEC

(@1 attachment: ELAINE-Resume.zip

Cerber

CERBER’s
arrival vector
IS elther
through SPAM
malil or
through
Neutrino
Exploit Kif




of ¥ DECEYPT MY

YPT MY FILES # .bxt
YPT MY FILES #.vbs

;;ﬂl WM 3’ J+=

.cerber
.cerber

=] JkkweH_usUa. cerber

=] TakK-0vIPy.C

erber

Cerber

Encrypfts the
file name and
adds
‘.cerber’ also
drops a
speaking
ransomnote



Z_ EREBEER FE A nr S CoMWARE
A AR R A A A R A R A A

Cannot you Tind the files you need? )

Is the content of the files that wou looked for not readable?”

It is normal because the files' names, as well as the data in your files
have heen encrypted.

Great!!!

vou have turned to he a part of a big community #Cerberransomware.

T T 8 B B TR

it 1f wou are reading this message 1t means thel software

111 "Cerber rRansomware" has been removed from your computer.

A AR R A A A R A R A A

Cerber

Opens o
ransomnote
containing
the name of
the
‘ransomware
“CERBER"




RANSOMWARE

IDENTIFICATION TOOLS
T
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FREE DECRYPTION TOOLS



RANSOMWARE INFO




Ransomware Overview

Ransomware | Unidentified Detection Prevention Infographics Downlead Sources and Contributors
m Extensions Extension Pattern Ransom Note Filename(s)  Comment Encryption Algorithm  Also known as Decryptor

.CryptoHasYou. enc YOUR_FILES_ARE_LOCKED.txt AES(256)

777 J77 ._[timestamp]_S[emaillS.777 read_this_file.txt XOR Sevleg https://decrypter.emsis
e.g. ._14-05-2016-11-59-36_¢

Tev3n .R4A FILES_BACK.txt Jevin-HONEST https://github.com/has
R5A

7hor 7h9r README_.TXT

8locks .8locks READ_IT.txt Based on HiddenTear AES (256) http://www.bleepingcol
Alpha Ransomware LMyl Read Me (How Decrypt) ML ixt AES(256) Alphalocker http://download.bleepil
Apocalypse .encrypted How_To_Decrypt.txt decryptionservice@mail.ru https://decrypter.emsis
AutoLocky locky info.txt hitps://decrypter.emsis

info.html
BadBlock Help Decrypt.html hitps://decrypter.emsis
Bandarchor .id-{ID]_[EMAIL_ADDRESS] Files might be partially AES(256)
encrypted

BitCryptor 4 Has a GUL https://noransom.kasp
CryptoGraphic Locker family.
Newer CoinVault variant.

BlackShades Crypter il Hacked_Read_me_to_decrypt_files.html AES (256) SilentShade
YourlD.txt

Blocatto .blocatto Based on HiddenTear AES (256) http://www.bleepingcol

Booyah EXE was replaced to Salam!
neutralize threat

Brazilian d MENSAGEM.txt Based on EDA2 AES(256)
BrLock AES
Browlock no local encryption, browser

only

Bucbi no file name change, no
extension

BuvlinlockCode -7 (- i [oes not delete Shadow

Ransomware Overview Public Document




Never open unverified email

| Nw Er il

Ransomware Prevention



Follow the 3-2-1 Rule

n | Creating , %
I. Backup
@

[
S !

Ransomware Prevention



Update OS & Applications Regularly

Updating
Software

Ransomware Prevention



Avoid posting your company email online
L. 0 JuanDC Home 2. @B G

®  JuanDela Cruz

We have an opening

Send your resume to
JuanDC@company.com

Ransomware Prevention
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\. | THANK YOU l
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