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The Attack



We Are All Under Attack

OPPORTUNISTIC TARGETED



Opportunistic Attack



Opportunistic Attack
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Targeted Attack



Regardless of the attack, the threat 
infrastructure and the people behind them 

are similar



Behind the 
Scenes
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Attack Infrastructure



Sponsor	
•  Government	
•  Commercial	Organiza7on	
•  Non-commercial	Organiza7on	
•  Ac7vist	Groups	
•  Individual	
•  Terrorist	Organiza7on	

Money	Mules	
•  Unsuspec7ng	Public	
•  Work	from	home	

Crime	Boss	
•  Runs	the	show	
•  Individual	or	organiza7on	
•  Middle	man	between	sponsor	

and	TPs	
•  Can	be	a	sponsor	

Malware	Writers	
•  Original	malware	creator(s)	
•  Offer	malware	“off-the-rack”		

or	custom	built	
•  May	offer	DIY	construc7on	kits	
•  Money-back	guarantee	if	detected	
•  24x7	support	

Deployment	Provider	
•  Specialized	distribu7on	network	
•  A4racts	and	infects	vic7ms	
•  Global	&	targeted	content	delivery	
•  Delivery	through	Spam/drive-by/USB/etc.	
•  Offers	24x7	support	

Botnet	Operator	
•  Operates	a	sec7on	of	the	botnet		

for	direct	financial	gain	
•  Issues	commands	to	the	bot	agents	
•  May	be	the	Botnet	Master	

Botnet	Master	
•  Individual	or	criminal	team	that		

owns	the	botnet	
•  Maintains	and	controls	the	botnet	
•  Holds	admin	creden7als	for	CnC	

Resilience	Provider	(MSP)	
•  Provides	CnC	resilience	services	
•  An7-takedown	network	construc7on	
•  Bullet-proof	domain	hos7ng	
•  Fast-flux	DNS	services	
•  Offers	24x7	Support	

The Attackers



Malware Tools
•  DiY Kits
•  Armoring Tools



DiY Kits
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Armoring Tools
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The Malware Factory



The Malware Factory



Lessons 
Learned



The Whole Picture
•  To fully understand the 

threat, we need to look 
at the following…
– Target (Roles, systems)
–  Infrastructure
– Different roles required 

to support the 
infrastructure



Sometimes it is hard, so we 
collaborate

•  Technical
– Research
– Scientific approach
– Knowledge Sharing

•  Legal
– Work with LEOs
– Share evidence to 

appropriate entities
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