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Digital Advertising Economy

US Digital Ad Spending for 2016 is at $72 billion

US TV* vs. Digital** Ad Spending, 2015-2020 US Digital Ad Spending, by Format, 2016
billions billions
9 &
PSS S I LY S NG IR VA L S :
EE UL L o P L P L S L Display formats
Banners and other**  $14.38
video $10.30
Rich media $7.97
Sponsorships $1.90
2015 2016 2017 2018 2019 2020 Digital ad spending=572.09
ETV* W Digital* Note: includes advertising that appears on desktop and laptop computers

as well as mobile phones, tablets and other internet-connected devices on
Note: *includes broadcast TV (network, syndication and spot) and cable Tv; ~ @ll formats mentioned; numbers may not add up to total due to rounding;
**includes advertising that appears on desktop and laptop computers as *includes classifieds and directories, email, lead generation and mobile
well as mobile phones, tablets and other internet-connected devices, and ~ messaging, **includes ads such as Facebook's News Feed Ads and

includes all the various formats of advertising on those platforms Twitter's Promoted Tweets
Source: eMarketer, Sep 2016 Source: eMarketer, Sep 2016

Source: https://www.emarketer.com/Article/US-Digital-Ad-Spending-Surpass-T V-this-Year/ 1014469
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Setting up a Campaign

+ Create Campaign

Budget

Location

Geographic:

DMA Code:

Max CPM Bid: (2

Budget: (2

Flight Dates: (2

Zip/Postal Code:

Chosen Locations:

™! Website Campaign

@) Current: Home Choose Folder or Group
$ 3.00
$ 100.00 @) Daily All Time

Spend evenly throughout the day (2

Note: A budget may take up to 60 seconds to take effect. High volume sites sometimes cause overspend.
@) All Days Date Range

[ b At

Lookup... + Add Code(s) == Exclude Code(s)

United States ~ + Add Code(s) = Exclude Code(s)

Status Location

$ 000~

Summary

Help v

Cancel




Setting up a Campaign - Criteria

+ Create Campaign

1) Website Campaign

Conversions

Track Conversions: 0 Off On

Advanced

Platform / Inventory Type

Devices: (2 Target Specific 0S
Browser: (2 Target Specific Browsers
Contextual
Page Position

Brand Protection
Campaign Audience Capture

Basic Optimization

Next Step Cancel




Setting up a Campaign

+ Create Campaign

™| Website Campaign

General (2] m] Inventory Your Ads 0 Summary

{}v tvtropes.org 186 Uncategorized . 33Across
£} v sharetv.com 27 Uncategorized . 33Across
£ v realclear.com 8 Uncategorized . 33Across

Viewing: 126 of 40950

Chosen Inventory

google Clear All

Site ID Domain Name v

731297726 wizard101central.com X

731144378 superherohype.com %

731195693 sharetv.com X

731269691 quizony.com X
4 Sites

Back - Cancel




Setting up a Campaign — Uploading Creative

+ Create Campaign

O

| Website Campaign
No file chosen

# Add Creative v Ads: 0 Recommended Ad Sizes

i Upload Creative 5 Name Tracking Summary

AdVault Banner

Supported File Types

JPEG, JPG, GIF, PNG, SWF, FLV

Max File Size

Up to 150 KB. ZIP files up to 10 MB

Back Next Step Cancel




The Ad Fraud Problem

» Deliberate practice of
attempting to serve ads that
have no potential to be
viewed by a human user

» Lots of varying statistics
regarding the extent of the
problem.

» Estimates range from |3% to
as high as 60% of impressions
served online were
“suspicious”.




Show me the Money!

» Who makes money out of this!?

Traffic Sellers - The people who sells traffic to publishers.

Publishers - The publishers who buys the traffic and get
money off the advertisers.



Interactive Advertising Bureau

» What is the |1AB!?

» Released a Ad Fraud Taxonomy Ia

interactive
advertising
burequ

https://www.iab.com/wp-content/uploads/2015/05/IAB_Anti_Fraud_Principles_and_Taxonomy.pdf



IAB Ad Fraud Taxonomy

» lllegitimate and Non-Human Traffic » Site Impression Attributes
Sources Auto-Refresh
Hijacked device Ad Density
Crawler masquerading as a legitimate Hidden Ads
USEr Viewability

Data-center traffic Misappropriated Content

» Non-traditional / other traffic Falsely Represented
Proxy traffic Non Brand Safe
Non-browser User-Agent header Contains Malware

Browser pre-rendering » Ad creative / other

» Hijacked Tags Cookie Stuffing
Ad Tag Hijacking

Creative Hijacking



101: What it Really Means

There are basically 3 main types of Ad Fraud:

0 Publisher tricks to Increase Impression Count
@ lllegal or Malicious Content

9 Use of Non Human Traffic to Increase Impressions



Publisher Tricks to Increase Impression
Count

» Various techniques that publishers use to make an Ad
impression look like more.

» Some prominent examples are:

Hidden Ads
Ad Stacking

) | "

r
A




Publisher Tricks to Increase Impression
Count

What the
advertiser wants:

Lorem ipsum dolor sit amet,
consectetur adipiseing elit, sed

Ads

do eiusmod tempor incididunt

ut labore et dolore magna |
aliqua. congectetur adipiscing
elit, sed do eiusmod tempor Ads
incididunt ut labore et dolore




Publisher Tricks to Increase Impression
Count

Hidden iFrames

Lorem ipsum dolor sit amet, consectetur
adipiseing elit, sed do eiugmod tempor incididunt
utlabore et dolore magna aliqua. Ut enim ad
minim veniam, quis nostrud exercitation ullameo

laboris nisi ut aliquip ex ea commodo consequat.

® gmgo g ¢& LY T |
Selqe it Moo

1x1, nx1, 1xn, Oxn, nx0 iFrames




Publisher Tricks to Increase Impression
Count

000  AdStacking

Lorem ipsum dolor sit amet, consectetur
adipiseing elit, sed do eiusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad
minim veniam, quis nostrud exercitation ullameo
laborig nisi ut aliquip ex ea commodo consequat.

r

Ads stacked on top of each other




Objectionable or Malicious Content

» Malvertisiting

» Greyware

» Scams

» Objectionable Content



[llegal or Malicious Content

[script/pop_packcpm.php?k=34626861c7d032729010.35532438th= 1fe5a3c7edbb380201d99719ddf8c99753dbae2blid= 08tban=27290108ur=1370168uref= hidata=isubid=%3Bsubid%5D8inew=18texp=prpd&id=%|
/script/pop_packcpm.php?k=34626861c7d032729010.33532438th=fe5a5¢ Tedbb380201d99719ddf8c99753dbae2b8iid= 08tban=27290108ur=1370168ref=h&data= &subid= %3Bsubid 3D &new=18texp=prpdBidy=%
/script/pop_packepm.php?k=346a68¢b57ee02689984.40523378th= T68a2eBcf2ede277c9c69753666b02cd05c3815381id=08ban=26899848r=1370168uref=h& data= Bisubid= %3Bsubid%S3D8inew= 1 &iexp=prpdBidx= %3
/script/pop_packcpm.php?k=346a68cb37ec02689984.40523378th=T68a2eBcf2ede2 77c9c69753666b02cd05¢381538id=0&ban=26899848ur=137016&ref=h&tdata= &isubid= %3Bsubid%3D8inew= 18exp= prpdBidx=%3
/script/pop_packcpm.php?k=546a699aeac3e2608845.40523378h=103026f2433adedf3de85alee2342c2ceabid3e2Buid=08ban=26088458r=1370168uref=h& data=Bisubid= %3Bsubid%3D8inew= 18iexp=prpd8idx= %3
/script/pop_packcpm.php?k=346a699aeac3e2608845.40523378th=10e3026f2433adedf3deB5a0ee2342c2ceabid3e2Buid=0&ban=26088458r= 1370168 ref= hétdata= &subid= %3Bsubid%3D8inew= 18exp= prpdaidx=%3
/script/pop_packepm.php?k=546269e00d6772689732.40523378th=2e484edcA0fb9d97c0c6f72f3f4e0d16a9cc333Riid= 08tban=26897328ur=1370168uref= h&data= &isubid= %5Bsubid %D Bnew= 18texp=prpdBidx=%3L

. O . lj hnpkn.m 6a9cc3338uid=08ban=26897328r=1370168uef=h&data= &isubid= %3Bsubid %5D8inew= 18&exp=prpd8idx= %3

Q- theoad © (<|> [ Done | Replace 753dbae2b&iid=08iban=27290108ur=1370168uref=h8data=Bisubid=%3Bsubid%SDainew=1&exp=prpdBid=4
ChNnb29nLW1hbHdhcmUtc2hhdmFy0ABAAKOMCAEQY fOIGPVICCABSGWIABDBXQKY2MYITAFKIQGAELMSCR | CgkgAS |73dbaccobid08ban:27280 08=13T0168vefhdato=subid=7eSBsubid3D8new=18ecp=prpddide="s
OXAAEIDxQ6Y_ABgALyAvcCjAPUA-cDhw( d05¢381538id=08&ban=26899848ur=1370168vef=héidata= Bsubid=%SBsubid%SDBnew= 1&exp=prpdaid= %3
http://safebrowsing-cache.google.com/safebrowsing/ré/ d05¢3815381id=08ban=268098481r=1370168uref=h8tdata= Bsubid= %Bsubid%SDBmew=1Btexp=prpdick=63

ChFnb29nLXBoaXNoLXNoYXZhcjgAQAJKDAQBE)bdCxij3g959AUOMCAEQOtQLGPOUCYABSgwIARCm@gsYptILIAFKDA
QBEK30Cx1t2gsQAUOMCAEQLbALGIW- _ , ,
CyABSgWIARCBvgsYgb4LIAFKDAGBEMa9CX j GvQsgAUOMCAEQVLOLGLYICYABSGWIARCMYQSY j LOLTAFKDAQBETaBCx |P<cadsedtid=08ban:260884580=1370160refhdate=isubid=1iSBsubid%3D8new=18exp=prpdBide=13
1HvASQAUOMCAEQ@bSLGNG7CyABSgwIARC luwsYpbsLIAFKDAQBEKCTCx1guwsgAUOMCAEQu7oLGLUBCYABSQWIARCY | fadcc333Bid=08tban=26897328u=1370168uef=hGidats= Gisubid=%3Bsubid %5D8inew=18exp=prpd8idi= %30
uQsYr7kLIAFKDAGAEPr4FRiS-hUgAQ fa0cc33381d=08iban=2680732811=1370158uref=hBldta= &isubid= %SBsubid %D 8new=Biexp=prpdBuc= 43t
http://expendablesearch.con/bg.gif

http://expendablesearch.con/top.gif

http://expendablesearch.con/search.php?qestiff+knee
http://88.214,193.211/¢c1ick?54d=5659¢0dd26591aa41d500b922712¢9¢2972120c84&cic=0
http://www.theoads.com/re.php?
mid=15465880e6335f&m=aHROcDovL3d3dy50aGVvYWRZLmNVDSImaWx0ZXIucChwitu=95834
http://www.theoads.con/filter,php7nid=15465880e6335f&tu=95834
http://rBojabrniw.xcboxnmcb.com/in/t2/?id=intads&campid=1d2ypyphxz&glivestrean=vktfpiocdi
http://umjklpt9cx.sdobinxsb.net/1ljetavtpbb
http://clientsl.google.com.ph/complete/search?client=chrome&hl=en-US&q=1577
http://www.google.com.ph/search?aq=f&sourceid=chrone&ie=UTF-84q=1577
http://www.google.com.ph/xjs/_/js/k=xjs.s.en.bcI~-F_MCn70.0/

m=sx,c,sb,cr,elog,jsa,r,hsm, j,p,pcc,csi/am=hK)_TwWOwIXAAREQKAM/rt=j/d=1/t=2cms/
rs=ACT900HGTAGDpsD1KMFols jEL 12wl-e180Q
http://www.gstatic.com/0g/_/js/k=00.0g2.en_US.bFp2FWEHMwk.0/rt=j/m=5sy®,sy2,sy4,sy9, def/
rs=ATtRSTMIBzNFsQqobfeel i870I0nUbubew
http://www.google.com.ph/xjs/_/js/kexjs.s.en.bcI=F_MCn70.0/
m=5y9,abd,aspn,sy66,5y67,async,sy37,cdos,sy186,5y333,5y334,5y10,5yB4,5y335,5y345,5y22,5y34
6,dvl,erh,sy68, foot, fpe,sy178,hv, idck, Lc,syB7,5y302,5y303, Irct,sy117,sy217, lu, sy351,m,sf,v
Wm.syRB.sv124. emll vs. svll.sy?2. svld sylf. svl3. svi7.svA9.svl5. svIR.tov, svR2 . svR3.sv3dd. cdrt

2ceabid3e2Biid=08tban=26088438r=1370168uref=h& data=Bisubid= %3Bsubid%3D8inew= 18exp=prpdaidx=%3




[llegal or Malicious Content

Trojan detected

An application is accessing file that contains & Trojan

Detected: HEUR:Trojan. Win32.Generic @ Detalls

Object:  htip://aotjpkito3mi.odri... HILVYBK7CZWIp/UPX

Block

Alow

Download  Help

Lookdag for deia §7 Free Java Security Update (Required)
wiabFAQ
Download and Update Java for your deskiop computer now to proceed.
st Version 7 Update 21 - Crtical
A you want ko dovload
Download

Jawa for anoher compater
or Operating System, dlck
e Ink below.

Al Java Dowrloads

Why download Java?

Java technology allows you b work and play In a sacure computing emiranment

Java alows you o play orfine games. chal wilh peogie around the world, cakafale your mergage inberes!,
and view Images In 30, Jst b name a ferw

Do you wark to run or save Setup.exe (0.3 MB| from aotjpkitb3mf.odr1ndm.com’ Run Swe (v Cancel

X

0

Hcash.com

i Run

(10K g

Swe |v

Cancel

X




or Malicious Content

You need 16 install Player

[y

s WPy

D T R
B I

! (8- LR O8]

Al

e

U coiaa s it

L ba o S g

Your download is ready!




[llegal or Malicious Content

o B8 o tectocom e 9+ O | @ 2 | @ 820150 @ gosaty.| @ goswsy.. ] Buekng | T Foceboek 3¢ o x
English || Espadiol || Fr i g Yy || Suomi || Svenska
%///////////////////////////////////////////////////////////////
CERTIFIED WINNER CLAIM FORM
:::zzlxlii::‘: gm«mdummumm ‘
+ Apple iPad Mini émwmy T,\..Mm \f‘;:“
+$50.00 Skyuction Savings Certiicate W'Jw-

soction A: Grand Prize Value Disclosure

listed above. The Grand Prize vak

$3,500.00

A1

Scamvertising!

Quick submission to the Green Card lottery f(' ,

‘Submit this year diversity

First Name:

Last Name:
[

Email Address:

Select Country of Birth:
[Soec Conty v
Oves Oto.

Apply now for a Green Card J

[0 rtps v fceblontunecomtey 0+ 8¢ || @1 @ @o- | @o- [MBllli e A @V S

facebookfortunes | You can make $%5 using Facebook!
Seen

SeenOn
CIN abe wNac ]

Earn up to $257 per day
Quick and easy setup
No technical skills Required

Set your own hours and be your own boss

A Bw @




[llegal or Malicious Content

e 9 i /wavrewsrds-pheom/cgi-oin O+ & 101 AL [lH- [@F.. lH. BM. @S| 0. V.| F.| D. (U F. ¥ X

Libreng gift certificate
worth P20,000
Choose your gift certificate

Sodexo ROBINSONS
P20,000 P20,000 P20,000




Use of Non Human Traffic to Increase
Impressions

» Bots. This is probably the most common
thing that comes to mind.



Buying Internet Traffic

Can | buy
internet traffic
and get away
with it!




The Bieber Project

& - C ) |justinfan.zerodays.org

Justin Bieber Ultimate Fan Blog




Honeypot

(i)

Collected Information

>

Bieber with a “Wire”

lllll



Bieber with A Wire

<

var fpl Fingerprint();
var fp2 Fingerprint({canvas: true}); € - @ [ arrnavi
var fp3 Fingerprint({ie_activex: true});

var fpd Fingerprint({screen_resolution: true});

Justin Bieber Ultimate Fan Blog

var BrowserFingerprintl
var BrowserFingerprint2
var BrowserFingerprint3
var BrowserFingerprint4

var UserAgent = navigat
var BrowserCodeName - 1,
var BrowserName

var BrowserVersion

var CookiesEnabled

var BrowserLanguage

var BrowserOnline

var BrowserPlatform
var BrowserGeo = getlo
var BrowserProduct = n,
var Javatnabled = navig

var HistoryLength = his
var WindowInnerWidth
var WindowInnerHeight
var WindowOuterwidth
var WindowQuterHeight
var WindowPageX0ffset
var WindowPageYOffset
var WindowScreenX - win
var WindowScreenY = win

fpl.get()
fp2.get()
fp3.get()

av

cation();
avigator.product;
ator, javaEnabled();

tory. length;
window, innerwidth;
innerHeight;

dow.

dow. screeny;

var WindowTop = topWindows();

var WindowName - windo

AL H

var AlterInnerWidth - window. innerWidth
var AlterInnertieight = window.innerteight

document . documentElement.clientWidth || document.body.clientWidth;
document . documentElement. clientHeight || document.body.clientHeight;

var LocationHost = location.host;
var LocationHostName = location.hostname;
var LocationHash - location.hash;
var LocationHref = location.href;




Data Stored for Analysis

® 0 C 1wk i

Justin Bieber Ultimate Fan Blog

ntiog.tet V. =

(3064404631 3063302194 |Mozilla/s.0 (Macintosh) Intel Mac 08 X 10 10 0) ApplewebXit/517.)6 (XHTML, like Gecko) Chrome/41.0.2272.89

(Macintosh; Intel Mac 0§ X 10 10 0) AppleWebXit/5)7.)6 (XETML, like Gecko) Chrome/41,0,2272.09 Safari/$37.)6 true en-

665(1350/737(0/0/0/23 true| justinfan.zerodaye.org|justinfan,zerodaye.org| |http://justinfan,zerodaye,org/|https//justinfan, zercdays,.org )

[7/2015 & 9:35:28|-480 7|Widovine Content Decryption Nodule*Shockwave PlashsChrome Remote Dosktop VieworsNative ClientéChrone POF

inorsDefault Drowser Nelpers 10|application/x-ppapi-widevine-cdnapplication/x-shockwave-

{eation/vnd.chronium, renoting-viewnr appl ication/x-nacl dapplication/x-paacl Aapplication/pdfe | |hetp: // juntinfan. zorodayn.org/ | SERVER SIDR

(166.102.50 juatinfan. zorodays.org| Apache | IMD/1.1|GET| 1426356120 | | /homa/contant/efy/a/eyantalabinfatml | 474 | geip, daflate, adeh en-

redaya.org | hetp:// juatinfan, 2erodaya.org/ [ Nozilla/5.0 (Macisteak; Intel Mac 08 X 10_10_0) AppleWebKit/$37.36 (KRTML, like Gecko)

[home/content/e/y/a/ryantalabia/atml/ juakinfan/record. php|supportdaupportwebaite. com 80 | frecoxd.pap| | |]]]

1306440463 3852302194 |Noz£11a/5.0 (Macintosh; Intel Mac 05 X 10_10_0) ApplewWebKit/537.36 (XBTNL, like Cecko) Chrome/41.0.2272.89

[Macintosh; Intel Mac 08 X 10_10_0) ApplewebXit/537.35 (XETML, like Cecko) Chrome/41.0.2272.89 Safari/$37.36 true|en-

625|1350|741|0/0| 823 true| justinfan.zerodays.org|justinfan.zerodays.org| |http://justintan,zerodays.orq/|htep://justintan, zerodays.orgl,

\7/2015 ¢ 13:19:33|-480|7|Widevine Content Decryption Module*Shociowave Plash*Chreme Remote Desktop Viewer*Native Client*Chrome POP

\ger*Default Brovser Helper+ 10| application/x-ppapi-widevine-cdn*application/x-shockwave«

on/vnd.chronium, remoting-viewer*application/x-naol*application/x-pnacleapplication/pdé*| |httpi//justinfan,zerodays.org/| SERVER 3IDE
\ fan,zerodays.org Apache |BTT?/1.1/GET| 1420569574 | | /bome/content/r/y/a/ryantalabic/atal|*/+| qaip, deflate, sdch en~

v N, justinfan,zerodays.org/ Mozilla/%.0 (Macintoech) Intel Mac 05 X 10 10 0) ApplewebXit/537.)6 (XETML, like Gecko)

Chrome/41,0,2272,89 Safari/h r/y/a/ryantalabie/ntml/justinfan/record, php | supportfsupportwebeite, com |80 | /record.pap| ||| ]

CLIENT SIDE | 1306440463 255 194 |Mozilda/5.0 (Macintoeh; Intel Mac 08 X 10 10 0) ApplewWebKit/$37.)6 [XBTML, like Gecko) Chrome/41.0,2272.09

Safari/537,36 |Mozilla|Notzcape 5 10_0) ApplewebXit/537.36 |XEIML, like Gecko) Chrome/41,0,2272.09 Safari/537.36 true|on-

US| trun|Nacintel | Gacke true|3| 135 justinfan.zerodays.org| justi zorodays.org| |http://justinfan, zerodays.org/ | https/f justinfan. serodays.org|)

| |ntkp:||741] 1366 24| 7681366/ 24(3/17 vine Content Decryption ModuleShockwave Plash*Chromn Remote Deaktop Viewsr*Native Client¢Chroms POP

Viewnr‘WebEx6é Gannral Plugin Containerd application/x-ppapi-widevine-cdntapplication/x-ahockwave-

flaahvapalication/futureaplaabtapplication/ owertapplication/s-nacltapplication/s-pracltapplication/pdfe| || SRRVER SIDE

122.583.157.210| |$7281 | |€CI/1.1) 184.166.292.50 q| hpache |BTTR/1.1|GET 1426370377 | | /hoae/content /e /y/a/eyantalabia /atml | #/+| gzip, deflate, adeh en-

08,en;qe0.8 keep-alive|justinfan.zeredays.org|h ya.org/ |Mozilla/5.0 (Macinteah; Iatel Mac 08 X 10_10_D) AppleWebKit/$37.36 (XKBIML, like Cecko)

Chrome/41.0.2272.89 Safard/537.36|||/home/con 1/juatinfan/record. php|supportiéaupportvebsite.com|80 | /record.pap| | |||

CLIENT SIDE |1338211362 595138427[1938211362|2€ indows BT 5.1) AppleWebKit/537.36 (XBINL, like Gecko) Chrome/3d.0.1866.237

Safard/537,36 |Mozilla|Netscape|5.0 (Windows NT 5.1) AppleWedbXit/537.36 (KHTML, like Cecko) Chrome/34.0.1866.237

Satard/537,36|trae| |trae|Win32| Cecko false 1/300/3483(140(39|0/0/0|0 false|sitetrane | justintan, zerodays.org|justintan, zerodays .org| | http://fustintan. zevedays.org/ http://d

stinfan,zerodays.org|/| https||720/1024|32|768|1024 32(3/27/2015 € 5:33:14/0/0| |0| |bttpt//www. universal-tradfic,con/7VPIDS20INTI=| | SERVER SIDE

94.,31,157,265/ | 45041 |COI/1.1]184.168,192,50 | justinfan, zerodays,org|Apache| HTTP/1,1|GBT| 1426570394 | | /nome/content /r/y/a/ryantalabis/htnl ¢/¢|ig0-8059+1,% utf~

¢|gzip deflate | vi-V¥,vi;qe0.8, fr-FRjqn0.6, £r)qe0.4,en-U8)q=0.2,0n)q0.2,de)q"0.2| keep-alive | justinfan, zerodays,org|bttpi//justinfan,zerodays.org/ |[Mozilla/5.0 (Windows NT

5.1) Applewebkit/517.J0 (XETML, like Gecko) Chrome/3d,0,1866.237

safari/37,36| || /bome/content/r/y/a/ryantalabie/atml/justinfan/record. php | supportdsupportwebeite,com |80 | /record.pap| || /]|

CLIENT SIDE | 1875004711 94940604 | 1875004711 758059013 [Mozilla/5.0 (Windows NT €,1; WOWE4) AppleNebKit/537,36 (KHTML, like Gecko) Chrome/41,0,2272,89

Safari/537,36|Mozilla|Notacage 5.0 (Windows NT 6.1; WOMG4) ApploWebKit/537.36 (KHTML, like Gecko| Chrome/4),0,2272.89 Safari/537.36 true|on-

U8 | trun|Win32 | |Gacko|tron|1[001/ 1050|708/ 0|0|-47|473| falan|sitafrans | justinfan.sorodays.org | justinfan.zorodaye.org| | https//justinfan.zercdays.org/ | http:// justinfan. zerodays,

org /|| http:| |720) 136624768 136624 3/17/2015 # 18:33:55|-7R0) 18| Widevine Contunt Duceyption ModuletShockwave PlasheChromn Rumate Deaktop Viewnr*Native Cliont¢Chroam POF

ViewerMicronoft 0ffice 2010¢Ceogla Rarth Plugin/PicasatCoogle DpdatetJava Deployment Toalkit 7.0.600.194Java(MN) Platforn SE 7 USOAVIC Web DPlugin*Windowa Livesfl153; DPhoto
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Tratfic Vendors

AU 8
AI N
HOME ABOUTUS REVIEWS RESELLER (sz 1/‘ ; AFFILIATEPROGRAM  FAQ  CONTACT US

Client Home | Order Now J%:m;“;\ Announcements Features List
Buy Website Traffic

Are you looking for the easiest way to get a huge traffic boost on your website? Maxvisits.com is here to meet your needs! We can deliver traffic from
45 different countries, targeted for your site category, from as low as $1 per 1,000 visitors.

That's right, our cheap traffic will bring you targeted visitors, customers, rankings improvement and most importantly real web traffic. Your site will be
the proud recipient of a steady flow of website visitors, and this will finally lead to your success as a site owner.

There are plenty of businesses online that offer to buy website traffic, but not all of them are going to be beneficial to your website. We offer top level
visitors to your site for the best prices and we will not fail you.

Wohaveprovided )3 B) B2 B) B ) ) st our gt customers!




Tratfic Vendors

Login Free sign up :

% Traffic specialist ~ The No.1 choice for buying web traffic!

www.brinavisitor.com

Home Visit traffic Click traffic Targeted traffic Reviews More service Member center

Bulk

: 100% real visitors from 24-hour uniaue ins
Traffic

Up,to 55,000 Refund ouaranteed

unique visitors
per day

$9.99

Excellent customer service

25,000 uni isit ; :
(3,000.:'(‘)'3: 3:;;1,2“ qukS 0% risk to qu.ff'nr-kpf vour web traffic

visitors per day for

7 days!) Fzr vlgtiss. | [l
ads, links... |




Traffic Vendors

TRA_l C 247 Home | CheckStats | AboutUs | HowItWorks | FAQ | Affiliates | ContactUs
v e

Guaranteed Traffic To Your Website. Today.

Guaranteed Website Traffic by eTraffic247 ficTo YourWebsite. Today.

Welcome to ¥Ze€IRA
\S

Increase YourWebsite Traffic Today

Boost Sales and Affiliate Signups
Increase Your Alexa Ranking

25,000

Guaranteed Visitors

- 250,000

S:\ie' Guaranteed Visitors

G55




Tratfic Vendors

» " .
vsim’aizoom HowItWorks Order Testimonials Compare FAQ Support Blog Members

O You can customize and set up your own traffic campaign below. We offer dozens to choose from, 1,000
visitors to 250,000 visitors, VisitorZoom will give your site the boost it needs. Just setup a campaign, sit back,
and watch new targeted visitors arrive to your site!

o Choose amount of visitors

O 1,000 visitors
ORDER TOTAL:
O 2,500 visitors

O 5,000 visitors $o a 00 ve ChECkout




Tratfic Market Places
fiverr S, share & Eam W Jon Signin | StartSelling

Graphics & Design ~ Online Marketing ~ Writing & Translation ~ Video & Animation ~ Music & Audio ~ Programming & Tech ~ Advertising  Business ~ More

1op tea sete GRS  Hs1 9g0 [Ta]]1e

[FOR[ONEIMONTH]

sl For2 Months

Seller L / ;
eller Language | 4 / ) :}“
English : ‘ % \\\’&'!9 "1
French y ~ \‘*“ 5
Spanish G g '% !;
e I will 15000 Safe visitors 400 | will send 600 daily quality | will deliver Guaranteed
to 500 Daily Website Traffic USA social network traffic for Search Traffic
$5 $5 $5

) o Q e
;.’ 1 = U

II [ Visitors ey
4 i ol g 4 i

WEBSITE TRAFFIC

A
I will send real social 3500 | will send UNLIMITED Google | will help get TRAFFIC to your
keyword target Website Traffic Search Traffic Website

$5 $5 $5
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Traffic Market Places

@\ . 5
.""SLZ rks_..com HOMEY COMMUNITY

00600
SEO Marketplace sty @QOO000

Search Results: [&Ea0g « 1.2 3 4 5 »

UNLIMITED HUMAN TRAFFIC BY Google Facebook Twitter Yo... for $29
unlimited verified unique human traffic by google facebook twitter youtube pinterest|...

& byajlncer 0 () 0X3) €10 CF EEETD) Order Now

TrafficDemon - Generate UNLIMITED TRAFFIC For Life for $24
looking to give your stats a nice boost or skyrocket them! or even start your own webs...

& by keroshio 8 (ZEET) () CAEED (P} Order Now

Deliver 11000 Real Human Adult Targeted Traffic from ... for $25
if you are looking for quality and real human adult visitors to your website, this is ...

® b Teafficohinia = [N (PN PPN (RVEYA _
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What is Purchased Internet Traffic Made Of?




#11... obviously
BOTS!




How do we know?



There are Lots of Clues...

A browser can provide a lot of
clues...

* Plugins Frame Rates |
* Mime Types Browser Rendering
* Screen Attributes  Attributes

* Window User Agents

Attributes * JavaScript Enabled
* Product * Cookies Enables

identifiers * And many more...
* Navigator

Attributes
* Location

Attributes



Clues

<p><i>Analyzing Impression 2

> BrowserVersion : 5.0 (Macintosh; Intel Mac 0S X 10_10_0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/42.0.2311.90 Safari/537.36 </div»>
> SERVER NAME : justinfan.zerodays.org </div>

> LocationPort : </div

> BrowserLanguage : en-US </div>

> SCRIPT_FILENAME : /home/content/r/y/a/ryantalabis/html/justinfan/record.php </div>
> MimeTypeLength : 8 </div>

> PATH_TRANSLATED : </diw

> ScreenAvailleight : 1057 </div>

> HistoryLength : 2 </div>

> LocationHref : http://justinfan.zerodays.org/ </div>
> BrowserOnline : TRUE </div>

> LocationHost : justinfan.zerodays.org </div>

> SCRIPT_NAME  : /record.php </div>

> PluginName : Widevine Content Decryption ModulexChrome PDF ViewerxShockwave FlashChrome Remote Desktop ViewersNative ClientxChrome PDF Viewerk </
>

> DocumentReferrer : </div>

> HTTPS @ </diw

> HTTP_ACCEPT_CHARSET : </div>

> REQUEST_METHOD : GET </div

> HTTP_CONNECTION : keep-alive </div>

> REMOTE_ADDR : 122,53.157.210 </div>

> REMOTE_PORT : 53501 </div>

> WindowScreenY : =161 </div>

> WindowScreenX : =1917 </div>

> SERVER ADMIN : support@supportwebsite.com </div>

> HTTP_ACCEPT_LANGUAGE : en-US,en;q=0.8 </div>

> HTTP_ACCEPT_ENCODING : gzip, deflate, sdch </div>

> SERVER_ADDR : 173.201.211.56 </div>

> HTTP_USER AGENT : Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_10_0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/42.0.2311.90 Safari/537.36 </div>
> HTTP_REFERER : http://justinfan.zerodays.org/ </div>
> WindowPageX0ffset : @ </div>

> REMOTE_HOST : </diw

> WindowQuterHeight : 1049 </div>

> REQUEST_TIME_FLOAT : </div>

> ScreenWidth : 1920 </div>

> WindowTop : TRUE </div>

> BrowserGeo : </div

> LocationHostName : justinfan.zerodays.org </div>

> JavaEnabled : TRUE </div>

> CookiesEnabled : TRUE </div>

A A AAAAAAAAAAANANA

<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
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Clues

Some clues are obvious...

Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident

480, 454; Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1) ; .NET CLR 1.1.4322,

NET CLR 2.0.50727, InfoPath.1)

l

BO |

BP

[

BQ

[

BR | BS BT BU | BV | BW

gzip, deflate ru
gzip, deflate ru
gzip, deflate ru
gzip, deflate ru
gzip, deflate ru
gzip, deflate ru
gzip, deflate ru
gzip, deflate ru
gzip, deflate ru
gzip, deflate ru
gzip, deflate ru
gzip, deflate ru
gzip, deflate ru
gzip, deflate ru
gzip, deflate ru
gzip, deflate ru
gzip, deflate ru

Keep-Alive
Keep-Alive
Keep-Alive
Keep-Alive
Keep-Alive
Keep-Alive
Keep-Alive
Keep-Alive
Keep-Alive
Keep-Alive
Keep-Alive
Keep-Alive
Keep-Alive
Keep-Alive
Keep-Alive
Keep-Alive
Keep-Alive

justincity.zer http://justini (compatible; MSIE 6.0; Windows NT5.1; SV1) ; .NET CLR 1.1.4322; .NET CLR 2.0.50727; InfoPath.1) /nome/con
justincity.zer http://justini Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 I‘compatible; MSIE 6.0; Win /home/con
justincity.zer http://justint Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /nome/con
justincity.zer http://justini Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /nhome/con
justincity.zer http://justin Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /nome/con
justincity.zer http://justint Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /nome/con
justincity.zer http://justint Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /nome/con
justincity.zer http://justini Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /home/con
justincity.zer http://justini Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /nome/con
justincity.zer http://justint Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /nome/con
justincity.zer http://justint Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /nome/con
justincity.zer http://justini Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /home/con
justincity.zer http://justini Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /nhome/con
justincity.zer http://justint Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /nome/con
justincity.zer http://justint Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /nome/con
justincity.zer http://justini Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /home/con
justincity.zer http://justini Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /nhome/con



Tratfic Generators

Brand *NEW* Traffic Software
Miracle Traffic Bot oY, NN Genees 067,91 Tapete Visors
oy P & On AutopiotAnd Banks
- i PUGH TECHNOLOGY FOR.. m’m'm' o
e FREETRAFFIC & PROVEN RESULTS!

g:::':z‘;fi‘fmn il without Sfhar
h 7 17,326 \hs:.‘as

/ " - X & it Sof tuave

f'm

6?,981 \hs:’rors =

tsuo,uso e
Push Button Trafc Getting Robot Puls - 3
101488 Visitors Per Month Download,
_lod St TopSorchEngonHacking s Backiks s MesiveBone Sk - Gorneond HW@
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Tratfic Demon

TrafficDemon - Generate UNLIMITED TRAFFIC For Life for $24

Created1yearagoin ¥y & @St

TrafficDemon ()

Generate Unlimited -
Website Traffic 247 ¢

Looking to give your stats a nice boost(or skyrocket them!) or even start
your own website traffic business? In either case you have found the last
software package you will ever need!

)

=0 %

< TrafficDemon v1.2.2
File Edit Help
URL/5(One Per Line) Hits(Per URL) Proxies
http://strongpasswordgenerator.net 5000 1902022 2478080 s
. 201.232.104.7:8080
http://convertlowercase.com o 202.53,170.13:3080
http://convertuppercase.com View Time(Seconds) 19020525 2068080
http://createzipfiles.com 7 to 28 e
190.29.24.23:3080
Delay Between Hits 103.14.2435:80
0 tol 0 121.31.5.188:8080
223.30.29.206:80
Threads 223.30.29.200:80
10 E 183.88.233.157:8080 |=| |
115.178.127.125:8080 «
Import Proxies List
Al v port Prox
[JLoad Images Referrers(Optional)
[ Load JavaScript
Browse Internal Pages
Yes [v]
Total Pages To View
0 to| 2
View Time(Seconds)
[ Import URLS List ] 12 |to|43 Import Referrers List
[ Start H Stop I
Hits: 5130 Proxy: 58.137.171.115 Status: Running

[11/10/2014 18:10:29] Visited http/createzipfiles.com for 18 seconds + 1 more pages
[11/10/2014 18:10:41] Visited http://createzipfiles.com for 28 seconds + 1 more pages
[11/10/2014 18:10:48] Visited http://convertlowercase.com for 8 seconds + 1 more pages
[11/10/2014 18:10:57] Visited http://strongpasswordgenerator.net for 12 seconds + 2more  «

-
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Traffic Spirit (also known as Traffic Ghost)

TIGPB2VKG htto:/fwew myweb com Change 500

0

(@ Trafic Spiit 5.1 ST =)
o Traffic Spirit = Le:smakeftraff‘“zoqe@
e
Running Status: (§) Normal Running Mode: Traffic Mode  Suitch to intecral mode Settnos
Number My Site Tme(mn) TodayTraffc  Status SteControl  Settng
TIPS hittp:/fwww.bivdy com Cange 500 0 500 100% O.0sec Orine Stop Del Sef Baport

S0 100% 0.0sec Onine Stoo Del St Bxpoet

Avalable Visit Teme (min): 9000/10000

| st

| Nember of tes: 2110

‘ Learn more service in the Member Center!

1 Unnecessary be sdle traffic any time; 2\ Number of traffic be set as perhour, 3\ Unleemated for sumber of site addad,
4\ Set more poportion of popup and ik, 5+ Set more PV proportion of traffie; 6 Set max 15 mmute time,
7\ Add more traffic souree and Match-Chiek, 8. mtophymsbmhemw 9 Set traffic from PC oe ME,

|
|
|
\
|
[ 10 Be idle for potats to exchange service,
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Fake Traffic Generator

W Fake Traffic Generator

~Webste lnformation _Pﬁ' Tieott. 0 Seep 0
m) To Vst (1 Per l.m" o m ) o om )
fitp://refemngste com/ A o [ ndects | [ RN ][ s | Number Of Threads 0
. ‘ D b
;I Number Of Urls Processed 0
Refeming URL's To Use Optional) uls hits faed
itlps /Aacebook com/ ZI
rttps //youtube com/ ;|
Sti
[
~ Browser Data —
Useragerts To Use. 0
Mozila/5.0 (Windows NT 6.3, WOWEA) AopleWebKi/537.36 (KHTML, ke Gecko) Chroma/43 EI Vis
Mozia/5 0 (Windows NT 5 1) AppleViebKe/537 35 (KHTML, e Geacko) Chrome/44 023830 ¢
Mozila/5.0 (Windows NT 6.1; Win64; x64) Apple WebKt/537.36 (KHTML. Ike Gecko) Chrome/< 2
Kl | )
|
-_—_— Yy
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Visitor Maker

VisitorMaker 1.1 [FULL VERSION] QR ¥
Proxies: | H[ﬁ"‘ Browser ]
ldx  Proxy Type Quality
Options

——

Delay: 5 f3]- 10 [#]s) Loop: [0 1 times

Threads: Lf
H[ﬁ Browser ]
| [gBrowser

Time out: ﬁ%ﬂ}(s)

[ Show Browser  [] Disabled Image

User Agents: |E:\VisitorMaker\Data\agents.txt

Referrals: |E:\VisitorMaker\Data\referrals.txt

Your site
Webste address: | | ([ rowser | 9]
Inner Pages: | l [[’ﬁ Browser ]
| stop NTWEBORG Ofo
Ready...
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Tunkas Hits Generator

W Tukanas Hits Generator 1.5

Referrers | URL list | Prosies | User Agents | Method | Statistics

Referrers show where visitors come from!

Referring URL: | http://

Referiing URLs: 6181 |k Add | = Remove || = Remove Al

hittp: /v, yahoo.com/
hitp: /v, google. com/
hittp: /v microsoft. com/
hitp: /v, usatoday. com/
hittp: / v, 2dnet.com/
hittp: / v, sun. com/

hittp: /. apple. com
hittp: / v, sun. com/

hitp: /v lycos. com/
hittp: /v real.com/
htto://www. macromedia.com

(DI

[ <

3 Language ”@ P;I,‘ 0 b Stat
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Dominator

Shorte.st Dominator v1.1.0 L=IIE
File  Edit Help
URL/s5(One Per Line) Hits(Per URL) Proxies(Optional) »
httpy/sh.st/tsif2 1000 8815014023980 4
httpu/sh.st/tslst . _ 881509903280  |E]
http//shast/tslds WaitBeforeSkip  |513850210:80
E [to|18 | |194247.1211:78%9
83.128.193.153:80
Wait After Skip | 85.26.146.17080
7 to | 48 46.127.244.103:80
. 82.209.198.2:1080
DelayBetweenHits g4 50967,1:8080
ERL | 843989780
—— 217.27.229.132:80
reads .
Import URLs Lis 168.6320.198123
1 [¥] |86.114.1602548080
_ 88.159.15090:80
Referrers(Optional) Hits:0 217.21.213.190:8080
Proxy: 0.0.0.0 91.209.67.97:8080
Status: Idle 95.86.133.141:3128
15022.206.179:8080  ~ |
Start Import Proxies List
' ['] use Proxies Once Only
Import Referrers List ] S [] pisable Proxies
-
(A
‘ M )
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Auto Web Bot

Auto Web Bot - www.pdalk.com

Put web page URL:

Page List:
http://likesasap.com/
http://www.cash2hits.com/
http://www.pdalk.com

ClearTtem | ClearAll | SaveList Page Time: [25—«| [ GoRNN|

Preview:

‘

Simple @ Fast & High-Quality

4

7%, Buy Fans/Likes/Followers Gheapy
S 3 100%High-QualityFans | Tube/Q* T (@1

What Is LikesASAP.com?

| n

Current Status:
|Done
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Traffic Exploder

File Edit Help

Traffic Exploder v1.04 - Enter your Website URL(s) and views then click Go to begin.

URL(s)

http://www.reddit.com ¥

One URL Per Line

Views View for Threads  Timeout

100 10 to| 30 Seconds | 16 [¢] | | 12 [¢]

[EJUse HMA VPN (Requires software + Subscription)

Working Changing Proxy to 123.125.116.24
Proxies 565 The number of proxies scraped from sources
®1action w®2+actions Hide map Enable popups Zoom
Viewing 15 The number of currently being watched
Completed 15 The number of completed Views
Progress 14 of 100 Progress Completed
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Traffic Predator

g
PREDATOR o |
File Tools Help License\ ©ffihe CPU Usage: 19%  Available Physical Memory: 3584 MB }’START
MainTab  Aute Clig it\& Ss Classic Proxy  SSHProxy  Ftp/Email Settings
[‘)ﬁay-awgs Links Settings
W B URL: _Hi;//google.com | ‘a Preview URL ‘
Cickater URLload: 5000 5110000 [$mg  Po: [0 ] @ Cancel LRL

Delaybetweenccks: 5000 [+] 10000 [&] g Resoltion: |300x600

Clcks betweenthreads: 5000 (2] /10000 [£] g Usergens: | Noala/5.0 Mindows NT 6. Appleli

V|| Pairt (1] | Pont (3]
v/ | Poit (2] | Point (4]

Point 1: | | Pont2: | 1| e a1
s [ vtk | i3 ] eoiAts Qoo
#  Webste Ud Point 1 Point 2 Point 3 Point 4 Resolution  UserAgent Clicks Loops

TOTAL HITS: (0)
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Magic Trafific Bot

http://www.magictraffichot.com
Target url

s Pwen

Refferal url

Insert User Agents

Mozilla/3.01 {(Win95; I

Mozilla/1.10 [en] (Compatible; RISC 0S 3.70; Ot
Mozilla/1.10 [en] (Compatible; RISC 0S 3.70; Ot
Mozilla/1.22 (compatible; MSIE 2.0; Windows 9!
Mozilla/1.22 (compatible; MSIE 2.0d; Windows !

Mozilla/2.0 (compatlble;' MSIE 3.'02; \;hndows C! Magic Traffic Bot is ready!

What would you like to do ?

{ \
START) || |l

/
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Free Web Traffic Generator

AETINTAE B ™ FREE WEB TRAFFIC GENERATOR -

= o
568 ® . Target URL : | Uit Web page Here | Load Page Unti Find Element By Name: | |

Max Wait Time To Load Page (sec) : |1 }ﬂ‘ Milisecound Puse After Each Page Loaded : |10 5

. M : : THIS APPLICATION IS FREE AND OPEN SOURCE
_'_' - e ties Produced by irDevelopers.com
B . d fEe For more info & tools visit us !
A 201.29238217.8080 Web Browser | Proxy Bract Tools|
10% e 187.109.109.122.8080
2w e 203.93.104.2080
i aguniasin s 186.251.144 58:3129
200.103.97.218:80
117.178.1561:8123
| LowdPge U Fed ety o~ (103.6.244.72.0080
e . [
Mg Wt Tina T Load Pagn iec) . 10 v Pusn A Lach Pign Loaded 117178109.1208123
) KaSowen (¢ Dot oo ' 20159.174.194.80
Pro S i WW 117.178.12659:8123
Web Bowies | Prowy Extinct ook 81.20.200.182:8080
117.178.11451:8123
1211497680
117.121.231.241.6080
189.22.171.74.8080
117.178.115.226813
167.111.0.174.8080
202.166.195.100:8080
61.7.178.171:8080
117.178.104.238123
187.44.165.138:8080
117.178.10.178:8123
116.236.216.116.6080
201.123.233.8080
186.67.116.142:8080
17177162

ve nsitors on ste

CmentPruxy:l ‘

Cunt Py Al Visit Count : All Loop Count :

Al Vel Court Al Court ' ' | Stop
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Tratfic Haul

Website Traffic

TRAFFICBOT ADVANCED

TrafficHaul by Chris

Settings
Target:

http://google.com/
Referer.

http://google.com/
Threads: 1

J

Cycle:

Success: 0

Failure: 0

WITH 60+ HITSIN A i

J

SECOND, GUARANTEED!

http://fourerr.com/danish1658

Load List ’Eia".-'e List \ Prosies: 434

Start

> zvelo proprietary and confidential




Automated Tratfic Bot

0 AutomatedHits - O
Stat Stop About Exit

ﬁM&T SettlngsJ Prbxiés 1 ét-ati‘stics LB'mwserl )
URL(s)to Vistt Refemering URL(s)

http://www netscape.com
http://www askjeeves.com
http://www.aol.com
http://www yahoo.com
http://www excite.com
http://www search.com

(,1-,g¢;y(7ll7v

\

{ Add J iCIear J Load } Add Clear ] Load
Useragents to Use
Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1)

A
Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; NET CLR 1.1.4322)
Mozilla/4.0 (compatible; MSIE 5.0; Windows NT 5.1; NET CLR 1.1.4322)
Opera/9.20 (Windows NT 6.0; U; en) ¥

‘ ‘Status: .Not Ruhning
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Supreme Traffic Bot

o[@]=]
@Qv‘ » Computer » Local Disk(C) » Supreme Traffic Bot » 2]
Organize v FOpen v Print  Newfolder gy A @

| - G G N IN

E‘ b f q“‘;‘ ® Hwalpro VPN =
! f @ | Koovledgebase | Emalsupport  Liechat  Foums

Projects Userhgents  changelogtt  eample URLstt  hmafolderst  Licensedll fcenselic Locke

A! Pro VPN

rnet encryption

s
o! e
TH

NOT CONNECTED!
raffic is unencrypted
nline identiy is exposed

Dashboard
Dashboard | Diagnostics | Settings
Default Project D VPN connection status
)l 3, Connecting...
List of URLS to Visit —
5 <@ 01 seconds @ URLs Visited: 5/14000 -~
noose Fi — Last URL Opened: Archive.org
Choose File  example_URLS tit ngs Usemane  aispam Password
] Hide Browser (Lower CPU Usage) User Agent: Chrome 31
100 ) 7 Free RAM Remember my usemame and password
0 0 [] Disable Sound % Protocol Quick VPN ocation change
e OpenVPN = Hungary, Budapest(LOC1 51) 15 Full view
0 [} START STOP
Comnection Log
2014/11/14 2:41:42 AN - C:\Windows \system32\voute exe DELETE 0.0.0.0 MASK 128.0.0.0 10.200.0.1 -
€9 httpy bot.com/changelog ] 2014/11/14 241:42 AW : Route deleion via IPAP! succeeded [adaptve]
2014/11/142:41:42 AW C:\Windows \system32\voute exe DELETE 128.0.0.0 MASK 128.0.0.010.200.0.1

2014/11/14 24142 AW - Roude deeton via PAP|succeeded sdaptv]
2014/11/14 24142 AW Discomnectng
A\ sreneraficaor s S,

T essrlases

|"|n Upreme 0 2014/11/14 24142 A |- SIGTERMrard receivd, pocess exing
ges 2014/11/14 2:41:42 AM OpenVPN service stopped

2014/11/14 24142 AH Gosing OpenVPN managemert srean.
2014/11/14 24142 AW Gosing OpenVPN managemert socket
2014/11/14 24142 AW Discornected
2014/11/14 24142 AW Pefoming pre connectng anales
Changelog 2014/11/14 24142 AW Discomected
2014/11/14 24142 AW Comnectng o OpenVPN sever: Hungary, Budapest L0C1 1. P addess: 79.172.193.107
. 2014/11/14 241:42 AM Connecting 3
124 2014/1/14 24142 AM OpenVPN senvice curent status: Siopped

-optimized: The “Click Internal URL” algorithm will find more inner pagesto click AN Sy D sevce. el = oot X

~fixed: minimize/maximize buttons have been updated to always work properly

See More

i The color scheme has been changed to Windows 7 Basic  *
%% The curren color scheme has exceeded its allowed memory so the color scheme
has been automatically changed to improve perormance. Click to see more
information.

hma folderxt Date modified: 2014/05/09233AM  Date created: 2014/05/09 233 AM
Text Document Size: 19 bytes

2 | |
g |

(s
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Ubot Studio

ile Edit View Bot Tools Help

——

‘ # Toolbox || Search Toolbox...

| O NodeVien b Run 1l Pase @ Stop f Step

| ) CodeView b Run N Pause M Stop f Step

4 Commands
I Browser Commands
4 Action Commands

mouse over
change attribute

change file field

I Flow Commands
I System Commands
I Data Commands
| Settings Commands
1 Ul Commands
Custom Commands
I Parameters

ﬁ UnitedScipt % |

type text(<name="p">, "Edward Waller", "Standard")

Click(<inage-MuSBBL, et Click", "No")

& 9 C  http;//www.yahoo.com/

Video  Local Apps  Morev

ober 30, 2011

(0) K

ith website over photo

reportedly take
ite claims is a
ilse ...images' »

+ Watch her music videos
@8 See her red carpet looks.
+ Sugariand's free concert

East Coast faces
recovery

ning UFC Player picks bad
uncement  place for fight

<y

N N ey

change

& 9 C  hitpy/www.ubotstudio.com/re

UBotStudio

Autiomatie your workfiow:
Hoi

References
A little learning s a dangerous thy

We've done everything we can to make UBot
possible. Now it's up to you. Make an invest

small with a few hours of training and watch g
- Seth Turin

Watch these bite-sized sessid)
purchase. Youll simply walk tf
automation and how to implent

=g |

ample Scripts and 8ol

g BV Dot start rom scratch | Here
0 s aidamal o L

» 4 I
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Traffic Generator Characteristics

vV VvV VvV VvV VvV VvV VvV V9V V9V Vv Vv VY

Direct URL Visits
InnerPages URL Visits
Random Links Visits
AutoClick Direct Links
AutoClick Selected Area
Multithreads

Custom Screen Resolution
Delay Between Threads
Delay in Stay URL

Delay Between Clicks
Random Number of Views

Repeat Every X Hours/Min.

4
)
<
4
)
<
4
)
<
)
)
)

Delete History & Cookies
Desktop User Agents
Mobile User Agents
Custom Referrers

VPN Support

IP Change every "X" min.
IP Change every "X" Views
Proxy Support

SSH Support

Proxy Scraper & Validator

FTP Upload Proxies
Mass Email Proxies
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Traffic Exchanges J 1ngl1ng

MlIl
g 0 ] +
g o0 ]
g0 |

O REAR—RBEORRT KR RO-AESY!
AR AE- - RN, LT REARR!
S - - LR AN RS, (L EOARBILFA
SAAS-~ & HRIQQEAA KRN, RABINE, LEREAAHRESEER!
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Tratfic Exchange 101

Other
Peoples

Jingling

Other
Peoples

Other Peoples
Website

Other Peoples
Website

Peoples

Other Peoples

: Website

Y = /@
jging ‘
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Using Malware for Traffic

» Create hidden browsers

» Generate random mouse movements
» Page Scrolls

» Random Clicks

» Mute volume



User Events and Engagements

o
ofal Time in Page: 109 seconds

[Scroll Events :217

Per Element Statistics:

: 1 mouseovers | 0 clicks | 0 sec | Total Time in Page: 10...
: 6 mouseovers | 0 clicks | 6 sec | ‘Justin Bieber Ultimate Fan Blog...'
+ 20 mouseovers | 2 clicks | 43 sec | Total Time in Page: 10..."
: 2 mouseovers | 0 clicks | 9 sec|"...

: 4 mouseovers | 0 clicks | 4 sec | 'Welcome to the fastest, largest..."
: 5 mouseovers | 1 clicks | 5 sec | 'Justin Bieber closed the 11th...'
: 5 mouseovers | 2 clicks | 10 sec | ‘Justin Bieber and Canadian tennis...

: 2 mouseovers | 2 clicks | 5 sec | 'Eugenie Bouchard...'

: 1 mouseovers | 1 clicks | 2 sec | 'Justin Bieber...'

scted Text: 'La Quinta, California ‘self-professed crush' ‘Will Ferrell

est, largest and longest running Justin Bicber fansite. Ever wonder what Justin is up to? Our goal is to provide you with the latest info, pictures and videos of the two times grammy nominated star. Dol
to get our blog updates on your Tumblr dashboard.

the 11th Annual Desert Smash tennis tournament (hosted by Will Ferrell) with a stunning acoustic set on Tuesday evening. He was one of four musical acts at the concert. British songstress Natasha
y Lifchouse, and a tribute band also performed.

anadian tennis superstar Eugenie Bouchard are the new power coup! v tennis. Okay, Bouchard and her self-professed crush The Biebs aren't a couple in a dating sense, but the two talents joi
star power to the 11th annual Desert Smash in La Quinta, Californi A
Z ¥ Show

zvelo proprietary and confidential



Can the NHT tratfic actually
be coming from a human?

Who for all intents and purposes
they do not know they are visiting
your site



Traftfic is delivered to you through:

€ < €[5 wwwuniversal-traffic.com?VFJDSZ0IMTI=

@ http://justinfan.zerodays.org wants to use your computer's location,

Traffic Vendor Justin Bieber Ultimate Fan Blog

tomi. ne's blog
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Why your vision lab needs a reading group

0
]
0
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What are the Clues...?

70% of the viewports are | pixel!

Meaning the size of the
browsers viewing your site
looks like this:

or

or



What are the Clues...?

The window is not the active window:

InnerWldU InnerHdlg ¥ | WindowT| ¥ RemfteAddress || T - YO u r
FALSE  128.9.70.131 : S [prreerereerwprmepsre - . .
site IS

here

FALSE | O | e oA 4 Vs Sk am

un( Y ) e = sw
A® A

* B ot exch proc
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 Upryg o mary procens |
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001 by T rXRIBAN 1 O

FALSE itz
FALSE 248,119, ) I tepiry ek ot a poce
of Yo (YO 0% 90t T tre ® " i b
FALSE (Were pracesser of readstest of wﬂ:) 53, DL LN Sk 0 My
i - * CRE AT O 00N 10 SIgn T DTN A0rS Wi LN S0y
FALSE o ofter compiters T mnxurmxmnmhnnmu:mm
. : Vour OM s 1 earircse it Ty mvvr ant £ ananite w22 a0t 4
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So...can | buy internet traffic
and get away with it?

'ﬂ‘\
SN
1100055 0 Y




Depends.

» If an advertiser will audit the traffic and they know
what to look for, you will get caught.

» If they don’t you’ll get away with it.

» The “quality” of traffic is directly proportional to how
much you pay for it.
The lower prices, you'll get bots.

They higher prices, you'll get frames, popups or pop-unders.



Thank You!

Cyber Security Threats in Digital
Advertising and Ad Fraud 101

Karl Dominguez




