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} IBM Business Services,  Threat Analyst

} Malware Research and Software Development,  zvelo Inc.

} Mobile Malware Analyst,  Asurion LLC

} Threat Research Engineer,  Trend Micro



Topics
} Digital Advertising Economy

} Ad Tech Ecosystem

} The Ad Fraud:
} Publisher-based Ad Fraud
} Malicious and “Objectionable” Content
} Non Human Traffic

} The Bieber Project



Digital Advertising Economy

US Digital Ad Spending for 2016 is at $72 billion

Source:  https://www.emarketer.com/Article/US-Digital-Ad-Spending-Surpass-TV-this-Year/1014469



Ad Tech Ecosystem



Ad Tech Ecosystem
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Setting up a Campaign



Setting up a Campaign - Criteria



Setting up a Campaign



Setting up a Campaign – Uploading Creative



The Ad Fraud Problem

} Deliberate practice of 
attempting to serve ads that 
have no potential to be 
viewed by a human user

} Lots of varying statistics 
regarding the extent of the 
problem.

} Estimates range from 13% to 
as high as 60% of impressions 
served online were 
“suspicious”. 



Show me the Money!

} Who makes money out of this?

} Traffic Sellers - The people who sells traffic to publishers.

} Publishers - The publishers who buys the traffic and get 
money off the advertisers. 

What can we do 
about it?



Interactive Advertising Bureau 

} What is the IAB? 

} Released a Ad Fraud Taxonomy

https://www.iab.com/wp-content/uploads/2015/05/IAB_Anti_Fraud_Principles_and_Taxonomy.pdf



} Illegitimate and Non-Human Traffic 
Sources
} Hijacked device
} Crawler masquerading as a legitimate 

user 
} Data-center traffic

} Non-traditional / other traffic
} Proxy traffic 
} Non-browser User-Agent header
} Browser pre-rendering 

} Hijacked Tags
} Ad Tag Hijacking
} Creative Hijacking 

} Site Impression Attributes
} Auto-Refresh
} Ad Density
} Hidden Ads
} Viewability
} Misappropriated Content
} Falsely Represented
} Non Brand Safe
} Contains Malware

} Ad creative / other
} Cookie Stuffing

IAB Ad Fraud Taxonomy



101: What it Really Means

There are basically 3 main types of Ad Fraud:

1 Publisher tricks to Increase Impression Count

2 Illegal or Malicious Content

3 Use of Non Human Traffic to Increase Impressions



Publisher Tricks to Increase Impression 
Count

} Various techniques that publishers use to make an Ad 
impression look like more.

} Some prominent examples are: 
} Hidden Ads
} Ad Stacking

PublisherA
d



Publisher Tricks to Increase Impression 
Count

What the 
advertiser wants:

Normal0 0 0

Lorem ipsum dolor sit amet, 
consectetur adipiscing elit, sed 
do eiusmod tempor incididunt 
ut labore et dolore magna 
aliqua.  consectetur adipiscing 
elit, sed do eiusmod tempor 
incididunt ut labore et dolore 

Ads

Ads

Ads



Publisher Tricks to Increase Impression 
Count

Hidden iFrames0 0 0
Lorem ipsum dolor sit amet, consectetur 
adipiscing elit, sed do eiusmod tempor incididunt 
ut labore et dolore magna aliqua. Ut enim ad 
minim veniam, quis nostrud exercitation ullamco 
laboris nisi ut aliquip ex ea commodo consequat. 

1x1, nx1, 1xn, 0xn, nx0 iFrames 

But some
publishers 
will do this 
(Hidden Ads):



Publisher Tricks to Increase Impression 
Count

Or this (Ad 
Stacking):

Ad Stacking0 0 0
Lorem ipsum dolor sit amet, consectetur 
adipiscing elit, sed do eiusmod tempor incididunt 
ut labore et dolore magna aliqua. Ut enim ad 
minim veniam, quis nostrud exercitation ullamco 
laboris nisi ut aliquip ex ea commodo consequat. 

Ads stacked on top of each other

AdsAdsAdsAds



Objectionable or Malicious Content

} Malvertisiting
} Greyware
} Scams
} Objectionable Content



Illegal or Malicious Content



Illegal or Malicious Content

Ad network was 
serving 
malware!



Illegal or Malicious Content

Adware
Ads that will serve you more Ads



Illegal or Malicious Content

Scamvertising!



Illegal or Malicious Content



Use of Non Human Traffic to Increase 
Impressions

} Bots.  This is probably the most common 
thing that comes to mind. 

What is the best way to 
investigate this?



Buying Internet Traffic

What is 
Purchased 

Internet Traffic 
made of?

Can I buy 
internet traffic 
and get away 

with it?
?



The Bieber Project



Honeypot 

Fraudulent Impressions?

Collected Information

Bieber with a “Wire”



Bieber with A Wire



Data Stored for Analysis



Traffic Vendors



Traffic Vendors



Traffic Vendors



Traffic Vendors



Traffic Market Places

zvelo proprietary and confidential



Traffic Market Places

zvelo proprietary and confidential



What is Purchased Internet Traffic Made Of?



Well… obviously 
BOTS!



Clues are in the 
Impression…

How do we know?



There are Lots of Clues…

Look for suspicious information…

• Plugins
• Mime Types
• Screen Attributes
• Window 

Attributes
• Product 

identifiers
• Navigator 

Attributes
• Location 

Attributes

• Frame Rates
• Browser Rendering 

Attributes
• User Agents
• JavaScript Enabled
• Cookies Enables
• And many more…

A browser can provide a lot of 
clues…



Clues

zvelo proprietary and confidential



Clues

Some clues are obvious…



Traffic Generators

zvelo proprietary and confidential



Traffic Demon

zvelo proprietary and confidential



Traffic Spirit (also known as Traffic Ghost)

zvelo proprietary and confidential



Fake Traffic Generator

zvelo proprietary and confidential



Visitor Maker

zvelo proprietary and confidential



Tunkas Hits Generator

zvelo proprietary and confidential



Dominator

zvelo proprietary and confidential



Auto Web Bot

zvelo proprietary and confidential



Traffic Exploder

zvelo proprietary and confidential



Traffic Predator

zvelo proprietary and confidential



Magic Traffic Bot

zvelo proprietary and confidential



Free Web Traffic Generator

zvelo proprietary and confidential



Traffic Haul

zvelo proprietary and confidential



Automated Traffic Bot

zvelo proprietary and confidential



Supreme Traffic Bot

zvelo proprietary and confidential



Ubot Studio

zvelo proprietary and confidential



Traffic Generator Characteristics 
} Direct URL Visits
} InnerPages URL Visits
} Random Links Visits
} AutoClick Direct Links
} AutoClick Selected Area
} Multithreads
} Custom Screen Resolution
} Delay Between Threads
} Delay in Stay URL
} Delay Between Clicks
} Random Number of Views
} Repeat Every X Hours/Min.

} Delete History & Cookies
} Desktop User Agents
} Mobile User Agents
} Custom Referrers
} VPN Support
} IP Change every "X" min.
} IP Change every "X" Views
} Proxy Support
} SSH Support
} Proxy Scraper & Validator
} FTP Upload Proxies
} Mass Email Proxies

zvelo proprietary and confidential



Traffic Exchanges - Jingling

zvelo proprietary and confidential



Traffic Exchange 101

zvelo proprietary and confidential

My 
Jingling

Other Peoples
Website

My
Website

Other Peoples
Website

Other Peoples
Website

Other 
Peoples
Jingling Other 

Peoples
JinglingOther 

Peoples
Jingling

Tokens

Tokens Tokens



Using Malware for Traffic

} Create hidden browsers
} Generate random mouse movements
} Page Scrolls
} Random Clicks
} Mute volume



User Events and Engagements

zvelo proprietary and confidential



Can the NHT traffic actually 
be coming from a human?

Who for all intents and purposes 
they do not know they are visiting 

your site



Traffic Vendor

Partner Site

Your Site

Traffic is delivered to you through: 

§ Pop-ups
§ Pop-unders
§ iFrames



What are the Clues…?

70% of the viewports are 1 pixel! 

Meaning the size of the 
browsers viewing your site 
looks like this:



What are the Clues…?
The window is not the active window:

Your 
site is 
here



So…can I buy internet traffic

and get away with it?



} If an advertiser will audit the traffic and they know 
what to look for, you will get caught. 

} If they don’t you’ll get away with it.

} The “quality” of traffic is directly proportional to how 
much you pay for it. 
} The lower prices, you’ll get bots. 
} They higher prices, you’ll get frames, popups or pop-unders. 

Depends.



Cyber Security Threats in Digital 
Advertising and Ad Fraud 101

Karl Dominguez

Thank You!


