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Big Data Analysis
Applied to Network
Security

Email Team@bnshosting.net for more
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‘ It’s estimated that

40 ZETTABYTES -
[ 43 TRILLION GIGABYTES | (&) 103 2.5 QUINTILLION BYTES
of data will be created by O 2.3 TRILLION GIGABYTES

2020, an increase of 300 of data are created sach day
times from 2005 2029 =

=]
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6 BILLION

\} |
PEOPLE 52 ay

have cell
phones

ady

Most companies in the
U.S. have at least

100 TERABYTES
00,000 GIGABYTES

of data stered

WORLD POPULATION: 7 BILLION

Modern cars have close to

O‘\ _ 100 SENSORS

@“ that monitor items such as
"= fuel level and tire pressure

The New York Stock Exchange
captures

1 TB OF TRADE B
INFORMATION (R

during each trading session

Velocity

ANALYSIS OF
STREAMING DATA

By 2016, it is projected
there will be

18.9 BILLION

NETWORK
CONNECTIONS TYYT

PN YYY
e LI LR EE]

Sowwces: McKinsey Globa Institute, Twitter, Cisco, Gartner, EMC, SAS, 18M, MEPTEC, GAS
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The
FOUR V’s

of Big
Data

4.4 MILLION IT JOBS

-
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As of 2011, the global size of By 2014, it's anticipated
data in healthcare was there will be

estimated to be P~ 420 MILLION
150 EXABYTES WEARABLE, WIRELESS
1 BLLION GIGASYTES HEALTH MONITORS

4 BILLION+
HOURS OF VIDED

are watched on
YouTube each month

400 MILLION TWEETS

are sent per day by about 200
million monthly active users

30 BILLION
PIECES OF CONTENT

are shared on Facebook
every month

} BUSINES

Poor data quality costs the US
economy around

\ D

don't trust the information
they use to make decisions

Veracity

S i p UNCERTAINTY

in one survey were unsure of
how much of their data was
inaccurate

[
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Types of Big Data Analytics 25

Capitalizing on Big Datar:

Strategies outperforming companies are taking to deliver results

Leaders are And they are o
020 164 e 275"
166~ 22x%
o © ' M of Leaders cite
tessse more likely to more likely growth as the
8,88 0 -, Mmake most to have formal key source
%%es decisions career path of value
.. based on data for analytics iy from analytics

80% 60% 8 5%

Leaders measure Leaders have Leaders have some
the impact of predictive analytics form of shared
analytics investments capabilities analytics resources
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'Hosting Solutions

1st Benefit: Faster Forensics

Q
[
I
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Traditional Monitoring is @i
useless

SVR-DAG-., S Mo -
rMinfhdaxddverage bps of Recvy 0.0 bps Xmit 0.U bps
THIS PAONTH

[ MinfMax Receive bps [ MinfMax Transmit bps ™ Awverage Receive bps ™ Average Transmit bps
1.4 Mbps

1.2 Mbps
1.0 Mbps

800.0 Kbps

600.0 Kbps

400.0 Kbps

200.0 Kbps

20186
95th Percentile: Average Receive bps is 31'.82.46 Kbps, Average Transmit bps is 587.5683 Kbps
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Big Data Query: POSTs to Victim IP in &

/ tha Il~net v MAnse
QU'Ck Values for SrC|p '....:0 Dismiss ~ Stop reloading  Add to dashboard »

Value % Count

D || P

Found 13 messages with this field.
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Hosting Solutions

2nd Benefit: Shorten Breach Detection Time

Brea

External Notification

40

EEL  Day of Week of Spearphishing Frequency

30 SUM OF PERCENTAGE
w 25
>
8 g of Date: 2015
'§ Wednesday - bch Days: 146
g 5o ®
= Thursday ;
E
@
o
S  Saturday g
b
>
é
10
5

Percentage of total spear phishing emails 5
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Casel: Using Volume of Activity
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Hosting Solutions
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Results show Unauthorized App Ose

Search result

Found 48,821 messages in 3,287 ms, searched in 30 indices.

Add count to dashboard ~ [ ;
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Messages

Timestamp 17 i requestURI

2016-06-07 00:35:46.000 20 GET ?q=drupalchat/poll&drupaichat_last_timestamp=146
More actions ~
2016-06-07 00:35:45.000 80 GET ?q=drupalchat/poll&drupalchat_last_timestamp=1465188430

2016-06-07 00:35:43.000 80 SR GET ng=drupalchat/poll&drupalchat_last_time

2016-06-07 00:35:42.000

Fields

Default Al None

i
()
q

f?q=drupalchat/poll&drupalchat_last_timestamp=

2016-06-07 00:35:40.000 80 E A - GET ?q=drupalchat/poll&drupalchat_last_timestamp=1465188430

4 class 3

» @ dport 2016-06-07 00:35:39.000 80 CRBREI GET ?q=drupalchat/poll&drupalchat_last_timestamp=1465188430
aport

» ¥ dstip 2016-06-07 00:35:37.000 80 L R b GET q=drupalchat/poll&drupalchat_last_timestamp=1465188430

» acility o xas . qEs
facity 2016-06-07 00:35:35.000 80 GET 7q=drupalchat/poll&drupalchat_last_timestamp=1465

’ HOSTNAME

> 2016-06-07 00:35:33.000 20 GET ?q=drupalchat/poll&drupaichat_last_timestamp=1465

eve
» message 2016-06-07 00:35:31.000 80 GET ?q=drupalchat/poll&drupalchat_last_timestamp=1465188430
» ¥ method 2016-06-07 00:35:30.000 80 GET fq=drupalchat/poll&drupalchat_last_timestamp=1465188430

» @ requestUR
1 2016-06-07 00:35:28.000 80 K = GET f2g=drupalchat/poll&drupalchat_last_timestamp=1465188430
» sessionlD

2016-06-07 00:35:27.000 80 m GE 7q=drupalchat/poll&drupalchat_last_timestamp=1465188430

» source

(v}
C

» @ srcip i 2016-06-07 00:35:25.000

List fields of current page or all fields. 2016-06-07 00:35:23.000 80 GET rq=drupalchat/poll&drupalchat_last_timestamp=1465188430
2016-06-07 00:35:21.000 80 GET Rqg=drupalchat/poll&drupalchat_last_timestamp=146
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CPU Drops after client disables this.

@ CPU Load

100 %

Average CPU Load

0%

9:45 A 10:004M  10:1548M  10:30AM 1045 4N 11:0048M  11:1548M  11:30 AM
23 ThuJun 2016

95th F’ercentile;: CPU Loadis 79.0 %

-~ 1 L. 1 L2 ) P B e N e Tl
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Case 2: Using Fumbling Data ervice:

abuse@vhoster.net; team@Dbnshosting.net

O 1f there are problems with how this message is displayed, click here to view it in a web browser. Dismiss

Please be informed that one of your IP addresses (91.200.12.83) is currently attacking our network. This IP

address may be compromised and may also be attacking other networks as well.

Please attend to this issue as soon as possible and help ensure a safer internet for all.
YA04 [
Below are the sample logs: o 1
requesturi Jh 32
¥ 21
2016-08-17 19:01:57.000 . wp-login.php 91.200.12.83 19 18
2016-08-17 19:01:55.000 - wp-login.php 91.200.12.83 - 13
7% 10
2016-08-17 19:01:53.000 202 ' wp-login.php 91.200.12.83
79 10
704 Q
2016-08-17 19:01:51.000 . wp-login.php 91.200.12.83

Copy 2014. All Rights Reserved BitStop Network Services Inc.
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Case 3: Using Packet Size

Services

-l

ol Il W
2 1 I

c-4 6 Country: LAN
3 Services: 4592
33 Packets: 11,509

109

e

1 more

:
?
§
(K
17
PAll
26
Yt
40
46(
5t
5Tt
63
691
T4t
80
864
921
97¢
103
109
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Internal Traffic Distribution by IP

Source IP
10.75.0.104

10.75.0.202
10.75.0.134
10.75.1.226

10.75.1.2
10.75.1.211
10.75.0.212

O
10.75.1.203 I Q
————

10.75.0.245
10.75.1.39
10.75.0.105
10.75.0.118
10.75.0.34
10.75.0.35

10.75.0.131
10.75.0.140 I
10.75.1.205
10.75.0.85 I
10.75.0.170 S
10.77.3.17 I

Showing events since:June 21, 2016 16:11
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Source |IP with less than 4 sessions

Greenland

Canada

@ T 175

el a8 (,?

Mexico

Pory Brazil

Argentina

© OpenStreetMap contributors

}Swedem

Norway

Finland

Kazakhstan

 aad .
India

Russia

Mongolia

Australia

IP Sclass

M access to a potentially..
B Attempted Denial of S..
B Attempted Informatio..
B Potentially Bad Traffic

Blocked

A
" Null

False

| True

Protocol

(All)
TCP
UDP

AGG(FewSessions)

(A
| False

True

Event Type

(A1)
node.http.HttpRequ...
node.ips.lpsLogEvent
uvm.node.SessionEv...
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Case 5: Predictive Model Using Naive @i
Bayes

»Training set of known ‘Bad’ IPs
»Perform Supervised Machine Learning
»Create Model to predict ‘Bad’ IPs

» Pyt predicted ‘Bad’ IPs in
‘Watch List" or ‘Hot' Lists

2014. All Rights Reserved BitStop Network Services Inc.
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Network

. . . . Services
Predictive Analytics Model Creation &

Write Model
(i thr )
C
0
Retrieve Validation
@ out D Q tra mod i
O ! @ tra|
1) ave
ave
i
0 g8
accuracy 98.3%
BCCUracy: 99.78% +/. 0.01% (mikro: 99,76%)
fue NotBad rue Bad class precision
pred Notad 2665963 1612 99.94%
pred Bad s 1213020 00 44%
tlass recal 013% 9087%
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Row No. sSrc_ip ClassType predictio... confidence(NotBad) confidence(Bad) contentlength  destport destip domainhost method
1J9£& 10U, 1DV.J10. 11 & INULIDdU Ddau U.uua U331 v v LUZ. T 1,103,120 yuv.pii A% = |

1523 112.198.101.144 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1524 180.190.78.172 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1525 112.198.101.144 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1526 180.190.78.172 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1527 112.198.101.144 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1528 180.190.78.172 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1541 112.198.101.144 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1542 180.190.78.172 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1543 112.198.101.144 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1544 180.190.78.172 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1545 112.198.101.144 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1546 180.190.78.172 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1547 112.198.101.144 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1548 180.190.78.172 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1549 112.198.101.144 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1550 180.190.78.172 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1551 112.198.101.144 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1552 180.190.78.172 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1553 112.198.101.144 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1554 180.190.78.172 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1555 112.198.101.144 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1556 180.190.78.172 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1557 112.198.101.144 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1558 180.190.78.172 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1559 112.198.101.144 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
1560 18_0.1?0.78.172 NotBad Bad 0.009 0.991 0 0 202.91.163.73 gov.ph GET
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Additional Links:

»nitp://tabsoft.co/2bKiXpo
»\WwWWw.bnshosting.net
»Ntips.//www.tacebook.com/bnshosting/

» q""pfsz///www.‘ocebook.com/groups/PHIn’reme’r/
qT/I{)s://WWW.‘ocebook.com/grou 0s/108560036239757/
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